
Lab 6 Worksheet: Stack AttackBen Yan, CS107 Spring 26 🌺

Below is the assembly code (left) and source code (right) for the greet function up 
to the call to gets(), which requests input from the user, writing it to the buffer.

💫 Exercise: Draw a stack diagram (visual layout of stack frame) for greet. Include 
how big the stack frame is, boxes for where different variables / values are laid out in 
memory, and how many bytes each takes up. You’ll do something similar in Assign5!

rsp

___ bytes big

higher addresses

lower addresses

sub    $0x28,%rsp
movl   $0x2,0x1c(%rsp)
mov    $0x402008,%edi
mov    $0x0,%eax
callq  0x401050 <printf@plt>
mov    %rsp,%rax
mov    %rax,%rdi
callq  0x401060 <gets@plt>

# define BUF_LEN 16
int greet(){

int num = 2;
char buf[BUF_LEN];

printf(“What is your name?”);
if (gets(buf)){ ...
// eventually, return num;

(rsp after sub instruction to descend 0x28 bytes)
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For reference, an example stack diagram! (made-up, not for our greet function :D)



Lab 6 Worksheet: Stack SolutionBen Yan, CS107 Spring 26 🌺

sub    $0x28,%rsp
movl   $0x2,0x1c(%rsp)
mov    $0x402008,%edi
mov    $0x0,%eax
callq  0x401050 <printf@plt>
mov    %rsp,%rax
mov    %rax,%rdi
callq  0x401060 <gets@plt>

# define BUF_LEN 16
int greet(){

int num = 2;
char buf[BUF_LEN];

printf(“What is your name?”);
if (gets(buf)){ ...
// eventually, return num;

 Solution to greet() stack exercise, and drawing out the key variables!

Page 1 See next page for how we break into the variable we return!
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 4-panel comic strip on how to override num to 107 with buffer overflow!

1 2

3 4

sub    $0x28,%rsp
movl   $0x2,0x1c(%rsp)
mov    $0x402008,%edi
mov    $0x0,%eax
callq  0x401050 <printf@plt>
mov    %rsp,%rax
mov    %rax,%rdi
callq  0x401060 <gets@plt>

# define BUF_LEN 16
int greet(){

int num = 2;
char buf[BUF_LEN];

printf(“What is your name?”);
if (gets(buf)){ ...
// eventually, return num;

 Solution to greet() stack exercise, and drawing out the key variables!   
 See page 1 / the slides on how the stack diagram was constructed :)
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