
CS107 Lab 3 – Welcome Back!

Ben Yan, Winter 2026 ☃
Slides Link: stanford.edu/~bbyan/cs107 :)

☝ Pointers, Arrays and the Heap

🎶 My Song of Week: Yuusha by YOASOBI
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int



Welcome Back to Lab!

Winter

⛄
Spring

🌱
Week 4

Hope that Assign2 went / is going well, and that 
you’re having fun learning string theory!

    
We have office hours each week in CoDa :) Feel free to stop by 
to work, get Voyager coffee, ask questions, or chat with Jerry!



Getting Setup for Lab 3

❏ To get started, log into the myth machines, and 
clone the lab starter code using the command:

git clone /afs/ir/class/cs107/repos/lab3/shared lab3

❏ Next, also open the online lab check-off linked below 
(or in the lab 1 handout), so you can write as you go.

Don’t worry at all if you fall behind on the write up! I’ll aim to go over 
everything, though just see me after lab if anything is still left

Lab Check-Off FormLab Handout

https://web.stanford.edu/class/archive/cs/cs107/cs107.1264/cgi-bin/lab3
https://web.stanford.edu/class/archive/cs/cs107/cs107.1264/lab3/


Lecture Recap!
⏳ ~10 minutes



      C is Pass by Value
When passing parameters, C passes a copy of whatever is passed.

❏ To change values, and have those changes persist outside the function, 
we must 👉 pass a pointer to the value (i.e. its address in memory). 

❏ For instance, to change an int, we have to pass in an int * (pointer to an int)
❏ To change a char* (string), we have to pass in a char** (pointer to string).



      C is Pass by Value

function mischief(int* ptrCopy){
*ptrCopy = 701;

}

int main(){
     int num = 107;
     int* ptr = &num;
     mischief(ptr);
}

🎯 Short Example

When passing parameters, C passes a copy of whatever is passed.

❏ To change values, and have those changes persist outside the function, 
we must 👉 pass a pointer to the value (i.e. its address in memory). 

❏ For instance, to change an int, we have to pass in an int * (pointer to an int)
❏ To change a char* (string), we have to pass in a char** (pointer to string).



      C is Pass by Value

function mischief(int* ptrCopy){
*ptrCopy = 701;

}

int main(){
     int num = 107;
     int* ptr = &num;
     mischief(ptr);
}

🎯 Short Example

When passing parameters, C passes a copy of whatever is passed.

❏ To change values, and have those changes persist outside the function, 
we must 👉 pass a pointer to the value (i.e. its address in memory). 

❏ For instance, to change an int, we have to pass in an int * (pointer to an int)
❏ To change a char* (string), we have to pass in a char** (pointer to string).
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      C is Pass by Value

function mischief(int* ptrCopy){
*ptrCopy = 701;

}

int main(){
     int num = 107;
     int* ptr = &num;
     mischief(ptr);
}

🎯 Short Example

When passing parameters, C passes a copy of whatever is passed.

❏ To change values, and have those changes persist outside the function, 
we must 👉 pass a pointer to the value (i.e. its address in memory). 

❏ For instance, to change an int, we have to pass in an int * (pointer to an int)
❏ To change a char* (string), we have to pass in a char** (pointer to string).
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      C is Pass by Value

function mischief(int* ptrCopy){
*ptrCopy = 701;

}

int main(){
     int num = 107;
     int* ptr = &num;
     mischief(ptr);
}

🎯 Short Example

When passing parameters, C passes a copy of whatever is passed.

❏ To change values, and have those changes persist outside the function, 
we must 👉 pass a pointer to the value (i.e. its address in memory). 

❏ For instance, to change an int, we have to pass in an int * (pointer to an int)
❏ To change a char* (string), we have to pass in a char** (pointer to string).

701
num

0x10

ptr 0x10

ptrCopy 0x10

Though the pointer is itself duplicated, it’s 
still pointing to the same value in memory, 
and so we can directly modify that value!



✍ Complete the sentence!

Pointers are used for …



☝ Pointers are used for lots of things in C!!

Pointers are used for …

Pointing to a location in memory

Pointing to a contiguous series of 
locations in memory (i.e. arrays)

(Memorable) data types, e.g., char * as 
pointer representation for strings

Passing in modifiable references to an 
object (pointers to variables, double ptrs)

Addresses of dynamically allocated 
memory (pointers returned by malloc)



https://starwarsintrogenerator.com/scroller?u=22tb76zj   

 Today’s Main Takeaway

https://starwarsintrogenerator.com/scroller?u=22tb76zj


Pointer Freeing Exercise!
Your Sith lord coworker suggests that you use this function 
below as a “safer” free function, to prevent accidentally 
using ptr from that point forward (by also making it NULL).

What could possibly go wrong? 

void free_and_null(void *ptr){
free(ptr);
ptr = NULL;

}

➢ Will correctly set it to NULL?

➢ Will this function correctly 
free the client’s pointer? 

ptr ptr (local version)

107



Pointer Freeing Exercise!
Your Sith lord coworker suggests that you use this function 
below as a “safer” free function, to prevent accidentally 
using ptr from that point forward (by also making it NULL).

What could possibly go wrong? 

void free_and_null(void *ptr){
free(ptr);
ptr = NULL;

}

➢ Will correctly set it to NULL?

➢ Will this function correctly 
free the client’s pointer? 

freed!

ptr ptr (local version)

✅ Yes, as our both pointers point to the 
same block of memory, so it’ll be freed.



Pointer Freeing Exercise!
Your Sith lord coworker suggests that you use this function 
below as a “safer” free function, to prevent accidentally 
using ptr from that point forward (by also making it NULL).

What could possibly go wrong? 

void free_and_null(void *ptr){
free(ptr);
ptr = NULL;

}

➢ Will correctly set it to NULL?

➢ Will this function correctly 
free the client’s pointer? 

freed!

ptr ptr (local version)

NULL

✅ No; it only sets free_and_null’s own copy of 
the ptr to NULL. You would have to pass a 
pointer to the client’s pointer, to NULL it out.❌



       Notes on Arrays and Pointers

char*argv[0]

char*argv[1]

char*argv[2]

Array of char*

e.g., char* argv[3];

g u e s s

a p p l e

v o n d u t c h

b r a t \n

char album[5];

play(album);

❏ When passing arrays as parameters, we always 

pass them as a pointer to the first element

❏ Array of pointers = array where each element is a pointer to some data.

❏ For example, an array of strings stores pointers to their first characters,   

NOT the characters themselves. Those can be stored elsewhere in memory



        Pointers and Pointer Arithmetic
Pointer arithmetic works in terms of the size of the data type being pointed to

r a i n b o w r o a d v r o o m

2021 2022 2023 2024

0x10 0x11 0x12 0x13 0x14 0x15 0x16 0x17 0x18 0x19 0x1a 0x1b 0x1c 0x1d 0x1e 0x1f

0x10 0x11 0x12 0x13 0x14 0x15 0x16 0x17 0x18 0x19 0x1a 0x1b 0x1c 0x1d 0x1e 0x1f

char* char*ptr ptr+4 char* ptr+9

int* int*ptr ptr+1 int* ptr+2

➔ +1 for an int* means advance one int, so 4 bytes

➔ +1 for a char* means advance one char, so just 1 byte



Happy to take any 
questions!
Are we vibing with course 
material so far?

We’re definitely picking up some speed!



🧚 Helpful GDB Guide on Course Website

https://web.stanford.edu/class/archive/cs/cs107/cs107.1254/resources/gdb.html 

https://web.stanford.edu/class/archive/cs/cs107/cs107.1254/resources/gdb.html


🎡 Q1: GDB Pointers and Arrays

In the newly cloned lab3 directory, work with 
code.c and its program under GDB. Follow the 
instructions to learn more about pointers and arrays 
when they’re passed in as parameters. 

Constellate into groups; move into the next exercise if 
you finish early. Please lmk if you have any questions!

⏳ ~ 15 min + 10 min all-lab discussion



🧚 GDB Tip:   layout src

We have our code side-by-side with the 
debugger (with the line we’re about to 
run in GDB highlighted) — neat right?

As we’re running GDB (i.e. stopped at a 
breakpoint), run (gdb) layout src



🧮 Q1: What does each expression value to?

(gdb) p *arr

(gdb) p arr[1]

(gdb) p &arr[1]

(gdb) p *(arr+2)

(gdb) p &arr[3] - &arr[1]

(gdb) p sizeof(arr)

(gdb) p arr = arr + 1

arr

ptr

main

int arr[1] = {0, 10, 20, 30, 40, 50};

50
40
30
20
10
0



🧮 Q1: What does each expression value to?

int arr[1] = {0, 10, 20, 30, 40, 50};

(gdb) p *arr

(gdb) p arr[1]

(gdb) p &arr[1]

(gdb) p *(arr+2)

(gdb) p &arr[3] - &arr[1]

(gdb) p sizeof(arr)

(gdb) p arr = arr + 1

 0 (index-0 element of array)

 10 (index-1 element)

addr of index-1 element

 20  index-2 element

 2  # of elems between arr[1] and arr[3] (not # of 
bytes, as our pointer arithmetic is in terms of ints)

 24  (6 ints * 4 bytes / int)

Invalid cast (arr is array, 
not a pointer)

arr

ptr

main

50
40
30
20
10
0



✏ Check-Off Question

int arr[] = {0,10,20,30,40,50};
int *ptr = arr;

arr

ptr

main

Why isn’t &arr the same address as &ptr? 
(even though &arr[0] and &ptr[0] are 
the same address)

50
40
30
20
10
0



✏ Check-Off Question

int arr[] = {0,10,20,30,40,50};
int *ptr = arr;

arr

ptr

main

Why isn’t &arr the same address as &ptr? 
(even though &arr[0] and &ptr[0] are 
the same address)

An array is subtly different from a pointer.

When we ask where an array is located, we 
typically mean where the elements begin in 
memory. As such, &arr will be the address of 
the base element of the array (i.e. &arr[0]). 
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✏ Check-Off Question

int arr[] = {0,10,20,30,40,50};
int *ptr = arr;

arr

ptr

main

Why isn’t &arr the same address as &ptr? 
(even though &arr[0] and &ptr[0] are 
the same address)

An array is subtly different from a pointer.

When we ask where an array is located, we 
typically mean where the elements begin in 
memory. As such, &arr will be the address of 
the base element of the array (i.e. &arr[0]). 

However, &ptr refers to where the 
pointer itself is being stored in memory 
i.e. the address of the blue box above.

This is not what array address it’s 
pointing to (the pink box with 0).

50
40
30
20
10
0



binky
a
b

arr when passed into binky behaves like a 
pointer (int *), so inside binky, a (arr) 
and b (ptr) point to the same value

int arr[] = {0,10,20,
30,40,50};

int *ptr = arr;
binky(arr, ptr);

ptr

arr
main

 🥀 Array-To-Pointer Decay  

void binky(int a[], int *b) {

    b[2] = 107;

    a[2] *= 7;

}

When passed into functions, arrays decay 
into pointers to the starting element ☝

50
40
30
20
10
0

☝ ☝



🎡 Q2: Valgrind: Heap Errors 

In the lab3 directory, peruse over (yet another lol) 
buggy.c, and also a leak.c, which may or may not 
have memory leaks, who knows ¯\_(ツ)_/¯.

What exactly is going on? What does the memory 
magician Valgrind think?

Constellate into groups; move into the next exercise if 
you finish early. Please lmk if you have any questions!

⏳ ~ 20 min + 10 min all-lab discussion



            Error 1: Writing memory past allocated space

S t a n f o r d \0

9 bytes (including \0!)

Only 8 bytes of allocated space! 
It’s a memory issue to write 
past this! (i.e. invalid write)

🚧



      Error 2: Reading Memory Already Freed
Note that even though the error 
occurred inside printf, it’s not the 
fault of printf’s implementation!

It’s the fault of what was passed 
in (e.g., an already freed pointer)

Check-Off Q3: Similarly, for 
Valgrind errors showing a trace to 
strcpy, strdup, strlen, it’s 
more likely that we passed in 
invalid arguments / parameters 
(i.e. a non-null terminated string). 

33  printf("Freed memory contains 
'%s'\n", ptr); //but ptr was freed!



🌊 Leaks: Memory Not Freed Properly

Check-Off Q3 (More): 
Furthermore, for leaks, even 
though it might appear that 
something went wrong with 
malloc(), it’s more likely that 
we forgot to free memory 
allocated to us by malloc!

void make_leak_1() {

    void *memory = malloc(8);

...

    // memory was never freed!

}



🎡 Q3: Debugging! 
In the newly cloned lab3 directory, peruse 
over piglatin (not a real language lol), and 
try to get it to crash / segmentation fault!

Constellate into groups, and move into the 
next exercise if you finish early. Please lmk 
if you have any questions!

⏳ ~ 20 min + 10 min all-lab discussion

tree → eetray
pointer → ointerpay
yellow → ellowyay

1st vowel & afterbefore 1st vowel



bbyan@myth: gdb pig_latin
Launch gdb! 🚀 And don’t 
forget to make first!

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



bbyan@myth: gdb pig_latin
Launch gdb! 🚀

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

(gdb) run 1
Run the program in GDB with an  
error-causing input (i.e. a number)



bbyan@myth: gdb pig_latin
(gdb) run 1

Launch gdb! 🚀
Run the program in GDB with an  
error-causing input (i.e. a number)

哎呀, a crash! But GDB leaves us 
where it crashed, allowing us to 
poke around & see what happened.

Program received signal SIGSEGV, 
⚠ Segmentation Fault
96  if (strlen(pig_word) == 0){

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



bbyan@myth: gdb pig_latin
(gdb) run 1

Launch gdb! 🚀
Run the program in GDB with an  
error-causing input (i.e. a number)

哎呀, a crash! But GDB leaves us 
where it crashed, allowing us to 
poke around & see what happened.

Program received signal SIGSEGV, 
⚠ Segmentation Fault
96  if (strlen(pig_word) == 0){

(gdb) print pig_word What’s the value of pig_word causing 
strlen to crash? It’s a NULL pointer, 
which strlen can’t read!

0x0 (NULL pointer)

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



bbyan@myth: gdb pig_latin
(gdb) run 1

Launch gdb! 🚀
Run the program in GDB with an  
error-causing input (i.e. a number)

哎呀, a crash! But GDB leaves us 
where it crashed, allowing us to 
poke around & see what happened.

Program received signal SIGSEGV, 
⚠ Segmentation Fault

(gdb) backtrace

96  if (strlen(pig_word) == 0){

#0 test_pig_latin(words=...) at pig_latin.c:96
#1 main(argc=2,argv=...) at pig_latin.c:123

Also, where are we? Looks like 
we’re in test_pig_latin trying to 
convert our input (1) to pig latin.

(gdb) print pig_word What’s the value of pig_word causing 
strlen to crash? It’s a NULL pointer, 
which strlen can’t read!

0x0 (NULL pointer)

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



Ok, how did pig_word become 
NULL? Let’s look around more

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



bbyan@myth: list

Ok, how did pig_word become 
NULL? Let’s look around more

95     char *pig_word = pig_latin(words[i]);
96     if (strlen(pig_word) == 0){
97           printf(“unable to translate …”);

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



bbyan@myth: list

Ok, how did pig_word become 
NULL? Let’s look around more

95     char *pig_word = pig_latin(words[i]);
96     if (strlen(pig_word) == 0){
97           printf(“unable to translate …”);

It got returned by a helper 
pig_latin() – but why? Maybe to 
signal unable to translate ❌?

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit



bbyan@myth: list

Ok, how did pig_word become 
NULL? Let’s look around more

95     char *pig_word = pig_latin(words[i]);
96     if (strlen(pig_word) == 0){
97           printf(“unable to translate …”);

Let’s rewind and investigate pig_latin()! 
We place a breakpoint there and rerun.

bbyan@myth: break pig_latin

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

It got returned by a helper 
pig_latin() – but why? Maybe to 
signal unable to translate ❌?



bbyan@myth: list

Ok, how did pig_word become 
NULL? Let’s look around more

95     char *pig_word = pig_latin(words[i]);
96     if (strlen(pig_word) == 0){
97           printf(“unable to translate …”);

Let’s rewind and investigate pig_latin()! 
We place a breakpoint there and rerun.

bbyan@myth: break pig_latin

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

bbyan@myth: run 1
Breakpoint 1, pig_latin(in="1"), at pig_latin.c: 61
// if word … we can’t translate ⚠
61     if (strcspn(in, ALPHABET) > 0) {

It got returned by a helper 
pig_latin() – but why? Maybe to 
signal unable to translate ❌?

🔴



bbyan@myth: list

Ok, how did pig_word become 
NULL? Let’s look around more

95     char *pig_word = pig_latin(words[i]);
96     if (strlen(pig_word) == 0){
97           printf(“unable to translate …”);

Let’s rewind and investigate pig_latin()! 
We place a breakpoint there and rerun.

bbyan@myth: break pig_latin

bbyan@myth: next

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

bbyan@myth: run 1
Breakpoint 1, pig_latin(in="1"), at pig_latin.c: 61
// if word … we can’t translate ⚠
61     if (strcspn(in, ALPHABET) > 0) {

62               return NULL;

It indeed returns NULL for non-alphabetic 
input — so test_pig_latin(), the function 
we return to, should check for NULL ptr. 

It got returned by a helper 
pig_latin() – but why? Maybe to 
signal unable to translate ❌?

🔴

↪



bbyan@myth: next

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

test_pig_latin (..., num_words=1), pig_latin.c:96
96         if (strlen(pig_word) == 0) {

We return back to test_pig_latin, with a 
returned value of pig_word = NULL;↪



bbyan@myth: next

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

test_pig_latin (..., num_words=1), pig_latin.c:96
96         if (strlen(pig_word) == 0) {

But back here, strlen(pig_word) == 0 is 
not the right way to check for a NULL 
pointer (as strlen crashes ⚠).

We return back to test_pig_latin, with a 
returned value of pig_word = NULL;↪

So what is the right way to 
check if a pointer is NULL? 

bbyan@myth: next↪
Program received signal SIGSEGV, 
Segmentation fault.



bbyan@myth: next

Check-Off Q: 🕵 Who’s Segfault? A GDB Whodunit

test_pig_latin (..., num_words=1), pig_latin.c:96
96         if (strlen(pig_word) == 0) {

But back here, strlen(pig_word) == 0 is 
not the right way to check for a NULL 
pointer (as strlen crashes ⚠).So instead, on line 96, we can do

if (pig_word == NULL){ … } 

which is our fix! ✅

We return back to test_pig_latin, with a 
returned value of pig_word = NULL;↪



📒 Helpful Debugging Guide

https://web.stanford.edu/class/archive/cs/cs107/cs107.1254/resources/debugging.html  

https://web.stanford.edu/class/archive/cs/cs107/cs107.1254/resources/debugging.html


Text: To have the changes to a value persist outside of a function, 
we must pass a pointer to the value! Don’t forget :) 

Once again, today’s main takeaway :)



✏ Anonymous feedback form, appreciate any lab/teaching feedback! 💚

➔ Please reach out to me if you have any questions, 
snack recommendations, or topics you want covered!

➔ 📧 Contact: bbyan@stanford.edu, email or over Slack

➔ I always appreciate and value any feedback regarding 
labs, materials, teaching, office hours, and so on!

Thank you and have a beautiful week! 💫

“Always two there are, no more, no less. A pointer and a pointee.” 
– Yoda said this I’m pretty sure

mailto:bbyan@stanford.edu

