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Learn mare about certificate details
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Browser

Random
key K

SSL/TLS Overview

client-hello

server-hello + {server-cert}SK-,

Key exchange (several options)

client-key-exchange: {K}PK., .,

{HTTP data}K

Y

Server

Most common: only the server is authenticated
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SSL Stripping

Replace https:// with http://

Active
Attacker
HTTP request HTTP request
Modified response HTTP response
HTTP request HTTPS request 0
HTTP response HTTPS response
Browser P —~o-oooe- \ P Server

AN

Attacker opens HTTPS
session, forwards requests
and responses

Attacker observes
private info
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HTTPS Indicators

HTTP HTTPS
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Mixed Content Indicators

Silly dialogs
intemet Explorer Firefox 10: no SSL indicator

it This page has an unspecified potential security flaw.
?. Would you like to continue? [

pes/{ crypto.stanford.edu/cs142/

Chrome 17: caution sign

/ (7)) €5142 Web Prggeammi 1
|(. hitr

.//dwpto.stanford.edu/cs142/

IE 8: warning dialog, no SSL lock
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[@ C5142 Web Programming and Security - Windows Internet Ex Security Warning @
= https://crypto.stanford.edu/cs142/ B\
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This webpage contains content that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.
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