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Abstract— This paper investigates a network coding problem
wherein an adversary controls a subset of nodes in the network
of limited quantity but unknown location. This problem is shown
to be more difficult than that of an adversary controlling a
given number of edges in the network, in that linear codes are
insufficient. To solve the node problem, the class of polytope codes
is introduced. Polytope codes are constant composition codes
operating over bounded polytopes in integer vector fields. The
polytope structure creates additional complexity, but it induces
properties on marginal distributions of code vectors so that
validities of codewords can be checked by internal nodes of the
network. It is shown that polytope codes achieve a cut-set bound
for a class of planar networks. It is also shown that this cut-set
bound is not always tight, and a tighter bound is given for an
example network.

Index Terms— Active adversaries, Byzantine attack, network
coding, network error correction, nonlinear codes, polytope
codes, security.

I. INTRODUCTION

ETWORK coding allows routers in a network to execute
N possibly complex codes in addition to routing; it has been
shown that allowing them to do so can increase communication
rate [1]. However, taking advantage of coding at internal
nodes means that sources and destinations must rely on other
nodes—nodes they may not have complete control over—to
reliably perform certain functions. If these internal nodes do
not behave correctly, or, worse, maliciously attempt to subvert
the goals of the users—constituting a so-called Byzantine
attack [2], [3]—standard network coding techniques fail.

Suppose an omniscient adversary controls an unknown por-
tion of the network, and may arbitrarily corrupt the transmis-
sions on certain communication links. We wish to determine
how the size of the adversarial part of the network influences
reliable communication rates. If the adversary may control any
Z unit-capacity edges in the network, then it was shown in [4]
and [5] that for the multicast problem (one source sending the
same message to many destinations), the capacity reduces by
2z compared to the no-adversary problem. To achieve this rate,
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Fig. 1. The Cockroach network. All edges have unit capacity. The network
capacity with one traitor node is 2, but no linear code can achieve a rate higher
than 4/3 (proved in Appendix A). A capacity-achieving code wherein linear
operations are supplemented by nonlinear comparisons is given in Sec. V,
and a capacity-achieving Polytope Code is given in Sec. VIIL.

only linear network coding is needed. Furthermore, if there is
just one source and one destination, coding is needed only at
the source node; internal nodes need only do routing.

The above model assumes that any set of z edges may
be adversarial, which may not accurately reflect all types of
attacks. This model is accurate if the attacker is able to cut
transmission lines and change messages that are sent along
them. However, if instead the attacker is able to seize a router
in a network, it will control the values on all links connected
to that router. Depending on which router is attacked, the
number of the links controlled by the adversary may vary.
In an effort to more accurately model this situation, in this
paper we assume that the adversary may control any set of
s nodes. We focus on the problem of a single unicast (one
source sending a message to one destination). We emphasize
that with adversarial nodes, even unicast is an open problem.

Defeating node-based attacks is fundamentally different
from defeating edge-based attacks. First, the edge problem
does not immediately solve the node problem. Consider, for
example, the Cockroach network, shown in Fig. 1. Suppose
we wish to handle any single adversarial node in the network
(i.e. s = 1). One simple approach would be to apply the edge-
based result from [4], [5]: no node controls more than two
unit-capacity edges, so we can defeat the node-based attack
by using a code that can handle adversarial control of any two
edges (i.e. set z = 2). However, the no-adversary capacity of
this network is 4, so the resulting rate loss of 2z leaves us with
an achievable rate of 0. As we will show, the actual capacity
of the Cockroach network with one traitor node is 2. In effect,
relaxing the node attack problem to the edge attack problem
is too pessimistic, and we can do better if we treat the node
problem differently.
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Node-based attacks and edge-based attacks differ in an even
more fundamental way. If the adversary may control any z
unit-capacity edges, it is clear that it should always take over
edges on the minimum cut of the network. However, if the
adversary may control any s nodes, it is not so obvious: it
may have to choose between proximity to the min-cut and
the number of output edges. For example, in the Cockroach
network, node 4 has only one output edge, but it is on the
min-cut (which divides nodes S, 1,2, 3,4,5 from D); node 1
has two output edges, so apparently more power, but it is
one step removed from the min-cut, and therefore its impact
may be diminished. This uncertainty about where a network
is most vulnerable seems to make the problem hard. Indeed,
we find that many standard network coding techniques—in
particular, linear codes over a finite field—fail to achieve
capacity. We introduce a new class of nonlinear codes called
Polytope Codes that can do better.

It this paper (as in [4] and [5]) we always assume an omni-
scient adversary. It was shown in [6] that for the edge-based
attack model, achievable rates depend on the eavesdropping
capability of the adversary. The omniscient adversary is one
that has complete eavesdropping power: it knows the message,
it knows the code, and it knows all messages sent in the
network. This may be an overly pessimistic model for many
cases, but it has the advantage that any strategy formulated
against this model is guaranteed to work against a weaker
adversary. In addition, for example in wireless settings, one
expects an adversary’s eavesdropping capability to be greater
that its ability to impersonate nodes.

A. Related Work

Byzantine attacks on network coding were first studied
in [7], which looked at the problem of detecting adversaries
in a random linear coding environment. The z unit-capacity
edge adversary problem was solved in [4] and [5]. In [6],
the same problem is studied, providing distributed and low
complexity coding algorithms to achieve the same asymptot-
ically optimal rates. In addition, [6] looks at two adversary
models with limited eavesdropping capability. They show that
higher rates can be achieved under these alternate models.
In [8], a more general view of the adversary problem is given,
whereby the network itself is abstracted into an arbitrary linear
transformation.

Network coding under Byzantine attacks that are more
general than the simple edge-based model was first studied
in [9], a conference version of this work, and [10]. The latter
looked at the problem of edge-based attacks when the edges
may have unequal capacities. This problem was found to have
similar complications to the node-based problem. In particular,
both [9] and [10] found that linear coding is suboptimal, and
that simple nonlinear operations used to augment a linear
code can improve throughput. Indeed, [10] used a network
almost identical to what we call the Cockroach network to
demonstrate that nonlinear operations are necessary for the
unequal edge problem. We show in Sec. XI that the unequal-
capacity edge problem is subsumed by the node problem.

These works seek to correct for the adversarial errors at the
destination. An alternative strategy known as the watchdog,
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studied for wireless network coding in [11], is for nodes to
police downstream nodes by overhearing their messages to
detect modifications. In [12], a similar approach is taken, and
they found that nonlinear operations similar to ours can be
helpful, in which comparisons are made to detect errors.

B. Main Results

Many achievability results in network coding have been
proved using linear codes over a finite field. In this paper we
demonstrate that linear codes are insufficient for this problem.
Moreover, we develop a class of codes called Polytope Codes,
originally introduced in [9] under the less descriptive term
“bounded-linear codes”. Polytope Codes are used to prove that
a cut-set bound, stated and proved in Sec. III, is tight for a
certain class of networks. Polytope Codes differ from linear
codes in three ways:

1) Comparisons: A significant tool we use to defeat the
adversary is that internal nodes in the network perform
comparisons: they check whether their received data
could have occurred if all nodes had been honest.
If not, then there must be an upstream traitor that
altered one of the received values, in which case this
traitor can be localized. The result of the comparison,
a bit signifying whether or not it succeeded, can be
transmitted downstream through the network. The desti-
nation receives these comparison bits and uses them to
determine who may be the traitors, and how to decode.
These comparison operations are nonlinear, and, as we
will demonstrate in Sec. V, incorporating them into a
standard finite-field linear code can increase achieved
rate. However, even standard linear codes supplemented
by these nonlinear comparison operations appears to
be insufficient to achieve capacity in general. Polytope
Codes also incorporate comparisons, but of a more
sophisticated variety.

2) Constant Composition Codebooks: Unlike usual linear
network codes, Polytope Codes are essentially constant
composition codes [13]. In particular, each Polytope
Code is governed by a joint probability distribution
on a set of random variables, one for each edge in
the network. The codebook is composed of the set
of all sequences with joint type exactly equal to this
distribution. The advantage of this method of code
construction is that an internal node knows exactly what
joint type to expect of its received sequences, because
it knows the original distribution. In a Polytope Code,
comparisons performed inside the network consist of
checking whether the observed joint type matches the
expected distribution. If it does not, then the adversary
must have influenced one of the received sequences, so
it can be localized.

3) Distributions Over Polytopes: The final difference
between linear codes and Polytope Codes—and the one
for which the latter are named—comes from the nature
of the probability distributions that form the basis of the
code, as described above. They are uniform distributions
over the set of integer lattice points on polytopes in
real vector fields. This choice for distribution provides
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two useful properties. First, the entropy function for
these distributions can be easily calculated merely from
properties of the linear space in which the polytope sits.
For this reason, they share characteristics with finite-
field linear codes. In fact, a linear code can typically
be converted into a Polytope Code achieving the same
rate.! The second useful property has to do with how the
comparisons inside the network are used. These distrib-
utions are such that if enough comparisons succeed, the
adversary is forced to act as an honest node and transmit
correct information. We consider this to be the funda-
mental property of Polytope Codes. It will be elaborated
in examples in Sec. VI and Sec. VII, and then stated in
its most general form as Theorem 4 in Sec. VIIL

We formulate the problem in Sec. II. After stating and
proving a cut-set bound in Sec. III, in Sec. IV we state an
achievability bound that is proved using Polytope Codes. This
bound is used to show that the cut-set bound can be achieved
for a class of planar networks. Planarity requires that the
graph can be embedded in a plane such that intersections
between edges occur only at nodes. This ensures that enough
opportunities for comparisons are available, allowing the code
to defeat the adversary. Achievability is proved in Sec. IX,
but first we develop the theory of Polytope Codes through
several examples in Sec. V-VIIL. In addition, we study the
relationship between linear codes and Polytope Codes in
Sec. X, and in Sec. XI we prove an upper bound that is
strictly tighter than the cut-set bound for an example network.
We conclude in Section XII. The appendices contain several
auxiliary results and proofs.

II. PROBLEM FORMULATION

Let (V, E) be an directed acyclic graph. We assume all
edges have unit capacity, and there may be more than one
edge connecting the same pair of nodes. We consider a single
unicast: one node in V is denoted S, the source, and one is
denoted D, the destination. We wish to determine the maxi-
mum achievable communication rate from S to D when any set
of s nodes in V\{S, D} are traitors; i.e. they are controlled by
the adversary. Given a rate R and a blocklength n, the message
w is chosen at random from the set {1, ...,2"R}. Each edge
e € E holds a value X, € {1,...,2"}.

A code is made up of three components:

1) an encoding function at the source, which takes the
message as input and produces values to place on all
output edges,

2) a coding function at each internal node i € V\{S, D},
which takes the values on all input edges to i, and
produces values to place on all output edges from i,

3) and a decoding function at the destination, which takes
the values on all input edges and produces an estimate
© of the message.

Suppose T C V \ {S, D} is the set of traitors, with |T| = s.
They may subvert the coding functions at nodes i € T by
placing arbitrary values on all the output edges from these

IThere would be no reason to do this in practice, since Polytope Codes
require much longer blocklengths. See Sec. X for more details.
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nodes. Let Z7 be the set of values on these edges. For a
particular code, specifying the message w as well as Z7r
determines exactly the values on all edges in the network,
in addition to the destination’s estimate ©. A rate R is
achievable if there exists a code operating at that rate with
some blocklength n such that for all messages, all sets of
traitors 7', and all values of Z7, w = . That is, the destination
always decodes correctly no matter what the adversary does.
Let the capacity C be the supremum of all achievable rates.

Notation: For a positive integer a, we write [a] :=
{1,2,...,a}. For an edge ¢ € E, with e = (i, j), where
i,j €V, let head(e) = j and tail(¢) = i. For anode i € V,
let &n(i) be the set of edges e with head(e) = i, and let
Eout(i) be the set of edges e with tail(e) = i. Let NMjy(i) be
the set of input neighbors of i; that is, the set of tail(e) for
each e € &p(i). Similarly, let Noy (i) be the set of output
neighbors of i. For integers a, b, let V, ; be the set of nodes
with a inputs and b outputs. We will refer to such nodes
as a-to-b nodes. For | € {1,2}, let | = 2 — 1. A path p
is defined as an ordered list alternating between nodes and
edges p = (v1,e1,02,€2,...,0k,€L,0r4+1) Where v; € V and
e; € E, and where tail(¢;) = v; and head(e;) = v;41 for
[ € [L]. The tail and head of a path are defined as v; and
vr+1 respectively. For an edge e, we write e € p if e is in the
list defining p, and for a node v we define v € p similarly.
A node i is said to reach a node j if there exists a path with
tail i and head j. By convention, a node can reach itself.

III. CuT-SET UPPER BOUND

It is shown in [4] and [5] that if an adversary controls z unit-
capacity edges, the network coding capacity reduces by 2z.
This is a special case of a more general principle: an adversary-
controlled part of the network does as much damage in rate as
if a part of network twice as large were merely removed. This
doubling effect is for the same reason that, in a classical error
correction code, the Hamming distance between codewords
must be at least twice the number of errors to be corrected;
this is the Singleton bound [14]. Theorem 1 is a cut-set upper
bound that generalizes the Singleton bound and its analogue
in [4] and [5] to the node-based adversary problem. We state
and prove the bound after the following definitions.

We define a cut in a network as a subset of nodes A C V
containing the source but not the destination. Given a cut A,
a forward edge is an edge (i, j) € E withi ¢ A and j € A.
A backward edge is an edge (i, j) € E withi ¢ A and j € A.

Theorem 1: Fix a cut A with no backward edges, and a set
U c V\{S, D} with [U| = 2s. (Recall s is the number of
traitor nodes.) The capacity is upper bounded by

C=HG j)eE:icA\U,j¢A}l. (1)

Proof: Divide U into two sets 77 and T, with |T1]| =
|T5] = s. Let E1 and E, be the sets of forward edges for
the cut A out of nodes in 77 and T, respectively. Let E be
the set of all forward edges not out of nodes in 77 or T».
Observe that the upper bound in (1) is precisely the total
capacity of all edges in E. Note also that, since there are
no backward edges for the cut A, the values on edges in E



KOSUT et al.: POLYTOPE CODES AGAINST ADVERSARIES IN NETWORKS

Fig. 2. Diagram of the proof of Theorem 1. The values on the links crossing
the cut are such that it is impossible to determine whether 77 or T is the
true set of traitors, and which of w; or wj is the true message.

are not influenced by the values on edges in E; or E3. This
setup is diagrammed in Fig. 2.

Suppose (1) does not hold. Therefore there exists a code
with blocklength n achieving a rate R higher than the right
hand side of (1). For any set of edges F C E, for this code,
we can define a function

Xp 2% > []12 )

ecF

such that for a message w, assuming all nodes act honestly, the
values on edges in F is given by X (w). Since R is greater
than the total capacity for all edges in E, there exists two
messages wi and wy such that X z(w1) = X z(w2).

We demonstrate that it is possible for the adversary to
confuse the message w; with w,. Suppose w; were the true
message, and the traitors are 77. The traitors replace the
values sent along edges in E7 with Xg, (w2). If there are
edges out of nodes in 77 that are not in E1—i.e. they do
not cross the cut—the traitors do not alter the values on these
edges. Thus, the values sent along edges in E are given by
X z(wr). Now suppose w, were the true message, and the
traitors are 7>. They replace the messages going along edges
in E» with Xg, (w1), again leaving all other edges alone. Note
that in both these cases, the values on E| are Xg, (w3), the
values on Ej are Xg,(w), and the values on E are X5(wy).
This comprises all edges crossing the cut, so the destination
receives the same values under each case; therefore it cannot
distinguish w; from w;. [ |

1) Example Use of Theorem 1: We illustrate the use of
Theorem 1 on the Cockroach network, as shown in Fig. 1,
with a single adversary node (i.e. s = 1). To apply the
bound, we choose a cut A and a set U with |U| = 2s = 2.
Take A = {S,1,2,3,4,5}, and U = {1,4}. There are no
backward edges, and four forward edges, but the only forward
edges not out of nodes U are (3, D) and (5, D). Hence,
by Theorem 1, the capacity is at most 2. Alternatively, we
could take A = {S,1,2,3} and U = {1, 2}, again yielding
an upper bound of 2. It is not hard to see that 2 is the
smallest upper bound given by Theorem 1 for the capacity
of the Cockroach network. In fact, rate 2 is achievable, as will
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be shown in Sec. V using a linear code supplemented by
comparison operations, and again in Sec. VII using a Polytope
Code.

2) Discussion of Theorem I: In traditional network coding,
without adversaries, backward edges are not relevant to the
cut-set bound; the bound is simply the sum of the capacities
of all forward edges. As illustrated in Theorem 1, backward
edges matter in the adversarial problem. This is because the
bound requires that forward edges controlled by the adversary
do not influence forward edges not controlled by the adversary.
(In the notation of the proof of Theorem 1, E; and Ej
do not influence E.) This is not guaranteed in the presence
of a backward edge. In Appendix B, we give an example
network where the right-hand side of (1) is strictly smaller
than capacity, due to a backward edge. Theorem 1 resolves
the backward edge problem by restricting to cuts without
backward edges. Theorem 1 will be strong enough to find
the capacity of the class of planar networks to be specified
in Sec. IV, but for the general problem it can be tightened.
We state and prove a tighter version of the cut-set bound in
Appendix C. Unlike the problem without adversaries, there
appears to be no straightforward notion of a cut-set bound.
Some even more elaborate bounds are found in [10] and [15].
These papers study the unequal-edge problem, but the bounds
can be readily applied to the node problem.

It was originally conjectured in [10] that even the best cut-
set bound is not tight in general. In Sec. XI, we demonstrate
that there can be an active upper bound on capacity fundamen-
tally unlike a cut-set bound. The example used to demonstrate
this, though it is a node adversary problem, can be easily
modified to confirm the conjecture stated in [10].

IV. ACHIEVABILITY BOUNDS

We define the following properties a network (V, E) may
satisfy:

2-OUT: No node other than the source has more than

two output edges.

IN-OUT: No node other than the source has more output

edges than input edges.

PLANAR: The graph defined by (V, E) is planar.
Almost all networks we study in this paper satisfy 2-OUT
and IN-OUT. The following theorem gives the capacity for
networks also satisfying PLANAR with one traitor. It is
a consequence of Theorem 3 and Lemma 1, stated below.

Theorem 2: Let s = 1, and let (V,E) be a network
satisfying 2-OUT, IN-OUT, and PLANAR. The capacity is
equal to the cut-set bound given in Theorem 1.

Perhaps the most interesting condition in the statement of
Theorem 2 is PLANAR. Recall that a graph is said to be
embedded in a surface (typically a two-dimensional manifold)
when it is drawn in this surface so that edges intersect only at
nodes. A graph is planar if it can be embedded in the plane.
However, we will prove a stronger achievability bound than
Theorem 2 that also applies to non-planar graphs, based on an
additional network property that we define in several steps as
follows.

Let M be the number of edges connected to the destination
(ie. M = |&En(D)|). Note that for any network satisfying
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(b)

Fig. 3. Examples of non-planar networks. Subplot (a) shows a network satisfying PATHS but not PLANAR. The two paths p, are indicated by bold edges.
Subplot (b) shows a network satisfying neither PATHS nor PLANAR. Both networks have M = 6 and cut-set bound M — 2 = 4. By Theorem 3, rate 4 is
achievable for network (a), but the theorem only asserts that rate 3 is achievable for network (b). In fact, the capacity of network (b) is unknown.

IN-OUT, no node has more output edges than input edges,
so the min-cut is that between the destination and the rest
of the network. Hence, the value of the min-cut is M. For
each node v with exactly one more input than output (i.e.
a 2-to-1 node or a 3-to-2 node), let I', be the set of nodes
i such that v is the only node reachable from i with more
inputs than outputs. Define the following condition on a
network (V, E):

PATHS: For each a-to-b node with a > b, there exists

b —a paths p,; for i € [a — b] such that tail(p, ;) = S,

head(p,,;) = v, all paths are edge-independent, and

No)u |J Thc | poi 3)
a>0 a,beZ
0€Vit1,a veVyp
ie[b—al
For a-to-b nodes v with a — b = 1, we adopt the sim-

plified notation p, := p,,1. The Cockroach network can
be easily seen to satisfy PATHS: The only nodes in the
Cockroach network with more inputs than outputs are the
2-to-1 nodes 4 and 5. Moreover I'y = {1, 4}, I's = {3, 5}, and
Nin(D) = {1, 3,4, 5}. We may satisfy (3) by setting

ps = (S,(S,1),1,(1,4),4) 4)
ps == (5,(5,3).3,(3,5),5). (5)

Fig. 3 illustrates PATHS for two non-planar graphs. Fig. 3(a)
shows a network satisfying PATHS but not PLANAR, and
Fig. 3(b) shows a network satisfying neither PATHS nor
PLANAR. As we show in Lemma 1, stated below, the con-
dition PATHS is a more general one than PLANAR. The
usefulness of PATHS will become clear after we develop the
theory of Polytope Codes in Sec. V-VIII.

The following theorem is our most general achievability
bound. It is proved in Sec. IX.

Theorem 3: Let s = 1, and let the network (V, E) satisfy
2-OUT and IN-OUT.

1) The capacity satisfies C > M — 4.
2) If the cut-set bound given by Theorem 1 is at least M —3,
then C > M — 3.

3) If (V, E) satisfies PATHS, then C = M — 2.

4) The cut-set bound is not greater than M — 2.

Note that if the cut-set bound is no more than M — 3,
then Theorem 3 already establishes Theorem 2. The follow-
ing lemma, proved in Appendix D, completes the proof of
Theorem 2.

Lemma 1: If a network (V, E) satisfies 2-OUT, IN-OUT,
and PLANAR, and the cut-set bound with s = 1 is M — 2,
then the network also satisfies PATHS.

Polytope Codes are used to prove achievability for Theo-
rem 3 (and hence Theorem 2). Before proving the theorem,
we develop Polytope Codes by means of several examples in
Sec. V=VII, and then we describe their general properties of
in Sec. VIII.

V. A LINEAR CODE WITH COMPARISONS
FOR THE COCKROACH NETWORK

The Cockroach network is easily seen to satisfy 2-OUT and
IN-OUT. Fig 1 shows a plane embedding; hence it satisfies
PLANAR. Paths p, satisfying (3) were given in (4)—(5); hence
it also satisfies PATHS. Therefore, since the smallest cut-set
bound given by Theorem 1 for a single traitor node is 2,
Theorem 2 (or Theorem 3) asserts that the capacity of the
Cockroach network is 2. In this section, we present a capacity-
achieving code for the Cockroach network that is composed
of a linear code over a finite-field supplemented by nonlinear
comparisons. This illustrates the usefulness of comparisons
in defeating adversaries network coding. Before doing so, we
provide an intuitive argument that linear codes are insufficient.
A more technical proof that the linear capacity is 4/3 is given
in Appendix A.

Is it possible to construct a linear code achieving
rate 2 for the Cockroach network? We know from the



KOSUT et al.: POLYTOPE CODES AGAINST ADVERSARIES IN NETWORKS

Fig. 4. A nonlinear code for the Cockroach Network achieving the capacity
of 2.

argument underlying the Singleton bound—and the proof of
Theorem 1—that, in order to defeat a single traitor node, if we
take out everything controlled by two nodes, the destination
must be able to decode from whatever remains. Suppose we
take out nodes 2 and 3. These nodes certainly control the
values on (5, D) and (3, D), so if we hope to achieve rate 2,
the values on (1, D) and (4, D) must be incorruptible by
nodes 2 and 3. Edge (1, D) is not a problem, but consider
(4, D). With a linear code, the value on this edge is a linear
combination of the values on (1, 4) and (2, 4). In order to keep
the value on (4, D) incorruptible by node 2, the coefficient
used to construct the value on (4, D) from (2,4) must be
zero. In other words, node 4 must ignore the value on (2, 4)
when constructing the value it sends on (4, D). If this is the
case, we lose nothing by removing (2,4) from the network.
However, without this edge, we may apply Theorem 1 with
A ={S,1,2,3} and U = {1, 3} to conclude that the capacity
is no more than 1. Therefore no linear code can successfully
achieve rate 2.

This argument does not rigorously show that the linear
capacity is less than 2, because it shows only that a linear
code cannot achieve exactly rate 2, but it does not bound the
achievable rate with a linear code away from 2. However, it is
meant to be an intuitive explanation for the limitations of linear
codes for this problem, as compared with the successful non-
linear codes that we will subsequently present. The complete
proof that the linear capacity is 4/3 is given in Appendix A.

We now introduce a nonlinear code to achieve the capacity
of 2. We work in the finite field of p elements. Let the
message w be a 2k-length vector split into two k-length vectors
x and y. We will use a blocklength large enough to place one
of 2p* values on each link. In particular, this is enough so
that a link can hold some linear combination of x and y, as
well as one additional bit. For large enough k, this extra bit
becomes insignificant, so the code achieves rate 2.

The scheme is shown in Figure 4. Node 4 receives the
vector y from both nodes 1 and 2. It forwards one of
these copies to D (it does not matter which). In addition, it
performs a nonlinear comparison between the two received
copies of y, resulting in a bit comprised of one of the special
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symbols = or #. If the two received copies of y agree, it
sends =, otherwise it sends #. The link (4, D) can accommo-
date this, since it may have up to 2pF messages placed on it.
Node 5 does the same with its two copies of the vector x + y.

The destination’s decoding strategy depends on the two
comparison bits sent from nodes 4 and 5, as follows:

o If node 5 sends # but node 4 sends =, then the traitor

must be one of nodes 1, 2, or 4. In any case, the vector
x —y received from node 3 is certainly trustworthy.
Moreover, x + y can be trusted, because even if node 2 is
the traitor, its transmission must have matched whatever
was sent by node 3; if not, node 5 would have transmit-
ted #. Therefore the destination can trust both x +y and
x —y, from which it can decode the message w = (x, y).

o If node 5 sends # but node 4 sends =, then we are in
the symmetric situation and can reliably decode w from
x and y.

o If both nodes 4 and 5 send #, then the traitor must be
node 2, in which case the destination can reliable decode
from x and x — y.

o If both messages are =, then the destination cannot
eliminate any node as a possible traitor. However, we
claim that at most one of x,y,x 4+ y,x — y can have
been corrupted by the traitor. If node 1 is the traitor, it
may choose whatever it wants for x, and the destination
would never know. However, node 1 cannot impact the
value of y without inducing a #, because its transmission
to node 4 is verified against that from node 2. Similarly,
node 3 controls x — y but not x + y. Nodes 4 and 5
control only y and x + y respectively. Node 2 controls
nothing, because both y and x + y are checked against
other transmissions. Therefore, if the destination can find
three of x, y, x + y, x — y that all agree on the message
w, then this message must be the truth because only one
of the four could be corrupted, and w can be decoded
from the other two. Conversely, there must be a group of
three of x, y, x + y, x 4+ 2y that agree, because at most
one has been corrupted. Hence, the destination can always
decode w.

Even though our general proof of Theorem 2 uses a Poly-
tope Code, which differs significantly from this one, the man-
ner in which the comparisons comes into play is essentially
the same. The key insight is to consider the code from the
perspective of the traitor. Suppose it is node 1, and consider the
choice of what value for y to send along edge (1, 4). If it sends
a false value for y, then the comparison at node 4 will fail,
which will lead the destination to suspect the upper part of the
network, and thereby ignore all values influenced by node 1.
The only other choice for node 1 is to cause the comparison
at node 4 to succeed; but this requires sending the true value
of y, which means it has no hope to corrupt the decoding
process. This is the general principle that makes our codes
work: force the traitor to choose between acting honestly, or
acting otherwise and thereby giving away its position.

We make one further note on this code, regarding why
the specific approach used here for the Cockroach network
fails on the more general problem. Recall that in order to
make an effective comparison, the values sent along edges
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Fig. 5. The Caterpillar Network. All edges have unit capacity. One node
may be a traitor, but only one of the black nodes: nodes 1-4.

(1,4) and (2,4) needed to be exactly the same. If they had
been independent vectors, no comparison could be useful.
This highly constrains the construction of the code. While it
succeeds for the Cockroach network, it fails for many other
examples, such as the Caterpillar network to be introduced
in the next section. The advantage of the Polytope Code
is that it relaxes the constraint on the values that must be
available in order to form a useful comparison; in fact, it
becomes possible to have useful comparisons between nearly
independent variables, which is not possible with a code built
on a finite-field.

VI. AN EXAMPLE POLYTOPE CODE:
THE CATERPILLAR NETWORK

The Caterpillar Network is shown in Figure 5. We consider
a slightly different version of the node-based attack on this
network: at most one node may be a traitor, but only nodes
1-4. This network does not satisfy the conditions of Theorem 2
or 3, but we introduce it in order to motivate the Polytope
Code.

Even though this problem differs from the one defined
earlier in that not every node in the network may be a traitor, it
is easy to see that we may still apply the cut-set bound of The-
orem 1 as long as we take the set U to be a subset of the allow-
able traitors. If we apply Theorem 1 with A = {S, 1,2, 3, 4}
and U = {1, 2}, we find that the capacity of this network is
no more than 2. As we will show, the capacity is 2. Before
proving this, we pause to develop intuition for the problem.

A. Properties of Capacity-Achieving Codes

Suppose we are given a code that achieves rate 2. What
properties must it have? The following analysis is not rigorous,
but we provide it to build intuition for the Polytope Code
solution. Of the four values on the edges (1, 5), (2, 6), (3,7),
and (4, 8), one may be corrupted by the adversary. This means
that in any capacity-achieving code, these four values form
a (4,2) MDS code. That is, given any uncorrupted pair of
these four values, it is possible to decode the message exactly.
Since each edge has capacity 1, in order to achieve rate 2, the
values on each pair of edges are independent. An example code
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satisfying this property is to take the massage to be composed
of two elements x, y of a finite field, and transmit on these
four edges x, y,x + vy, x — y. However, as we will show, this
choice does not succeed.

For any code, we may assume without loss of generality that
nodes 5-8 forward whatever they receive on their incoming
edges to all their outgoing edges. Any code that does not
have this property can be converted into one that does without
changing the achieved rate. For example, suppose node 5
transmits something different along (5,9) than it received
along (1, 5). Let x(5,9) and x(1,5) be these two values respec-
tively. There is some function f such that x(5.9) = f(x(15)).
We construct a new code where instead x(s9) = x(1,5), and
then node 9 computes f(x(s5,9)) and proceeds as in the original
code with this value in place of x(s9). All other values are
unaffected, so the rate does not change. The same argument
can be used for all edges out of nodes 5-8.2

Now consider the two edges (9, D) and (10, D). As these
are the only edges incident to the destination, to achieve rate 2,
both must hold values guaranteed to be uncorrupted by the
traitor. Consider, in particular, the operation at node 9. Since,
as argued above, nodes 5-8 forward whatever they receive,
node 9 receives three of the four values sent from nodes
1-4. That is, in a capacity-achieving code, node 9 receives
the values sent on edges (1,5), (2,6), (3,7) (one of which
may be corrupted) and constructs a trustworthy value to send
on (9, D).

Given the properties derived above for any code achieving
rate 2, how can we construct such a code? The key problem is
to design values on edges (1, 5), (2, 6), (3, 7) that are pairwise
independent, but such that if one of them is corrupted, one
can construct a trustworthy value to transmit on (9, D). The
finite field example mentioned above would not work: Suppose
node 9 receives values for x, y, x 4+ y, one of which may be
corrupted by the traitor. If the linear constraint among these
three values does not hold—that is, if the received value for
x + vy does not match the sum of the value for x and the value
for y—then any of the three values may be the incorrect one.
Therefore, from node 9’s perspective, any of nodes 1, 2, or 3
could be the traitor. One way to produce a trustworthy symbol
is to correctly conclude that one of these three nodes is not
the traitor. If, for example, it could determine that the traitor
was node 1 or node 2 but not node 3, then the value sent
along (3, 7) could be forwarded to (9, D) with a guarantee of
correctness. A Polytope Code allows for precisely this.

B. Coding Strategy

We now begin to describe a capacity-achieving Polytope
Code for the Caterpillar network. We do so first by describing
how the code is built out of a probability distribution, and
the properties we need this probability distribution to satisfy.
Subsequently, we give an explicit construction for a probability

2This argument—and, indeed, much of the paper—relies on the fact that the
adversary is omniscient. If instead the adversary had limited eavesdropping
capability, as in [16], then there might be reason to hide data sent along some
edges even if not limited by link capacity. Because we assume an omniscient
adversary, this is not a concern.
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distribution derived from a polytope, and show that it has the
desired properties.

Let X, Y, Z, W be jointly distributed random variables, each
defined over the finite alphabet X'. Assume all probabilities on
these random variables are rational. Let 7" (XY ZW) € X*" be
the set of joint sequences (x”y"z"w™) with joint type equal
to the distribution on X, Y, Z, W. Our coding strategy will
be to associate each element of 7" (XY ZW) with a distinct
message. Given the message, we find the associated four
sequences x", y", z", w", and transmit them on the four edges
out of nodes 1, 2, 3, 4 respectively.

Typically used in a channel coding context, a constant
composition code [13] is one in which every codeword has
the same type. We are using a similar strategy here, in that
(x"y"z"w™) always has the same type. Our reason for using
a constant composition code is that it can be used to detect
the traitor; that is, if the observed type differs from the
anticipated type, then the traitor must have touched one of the
sequences.

We now calculate the rate achieved by the code described
above. For n such that 7" (XY ZW) is not empty, a basic result
from the theory of types states that

n = nH(XYZW)
IT"(XYZW)| = (n + AP . (6)
Each edge holds a sequence in X™. Since the number of
messages is precisely the cardinality of 7" (XY ZW), the rate
is

log|T"(XYZW)| _ H(XYZW) |X*log(n + 1)

nlog|X| —  logl|&| nlog|X|

In particular, for sufficiently large n, we may operate at a rate

@)

arbitrarily close to % Therefore, to achieve rate 2, we
would like the followmg property to hold.
1: A =2

The adversary may alter the value of one of the sequences
sent out of nodes 1-4. By the Singleton bound argument, it
must be possible to reconstruct the message from any two
of these four sequences. We therefore need the following
property.

Property 2: Any two of X,Y,Z, W determine the other
two.

For reasons that will become clear, we also need the
following property. It is an example of the fundamental
property of Polytope Codes.

Property 3: Any random variables X,Y,Z satisfying the
three conditions

Property

(X, 7) ~ (X, 7) ®)
(?f, %) ~ (X, 2) )
Y,z2)~ (,2) (10)
also satisfy
(X,Y,Z)~ (X,Y, Z). (11)

Suppose we are given random variables X, Y, Z, W satisfy-
ing Properties 1-3. We now describe what nodes 9 and 10
transmit to the destination. Let x", y",z", w" be the four
sequences that are sent on the edges out of nodes 1-4;
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because of the traitor at most one of these may differ from

x™, y", 7", w". Let random variables X,Y,Z,W have joint
distribution equal to the joint type of (x", y",Zz", ®"). This
is a formal definition; these variables do not exist per se
in the network, but defining them makes it convenient to
describe the behavior of the code. Since node 9 receives
7, 3", 7", it knows exactly the joint distribution of X, ¥, Z. In
particular, it can check which of (8)—(11) are satisfied for these
variables.

Suppose (11) holds. Then all three sequences x”, y", z"* are
trustworthy, because if a traitor is among nodes 1-3, it must
have transmitted the true value of its output sequence, or else
the empirical type would not match, due to Property 2. In this
case, node 9 forwards x" to the destination, confident that it
is correct. Meanwhile, node 10 can also observe X , Y s V4 , and
so it forwards y" to the destination.

Now suppose (11) does not hold. Then by Property 3,
one of (8)—(10) must not hold. Suppose, for example, that
(X,Y) # (X,Y). Because of our constant composition code
construction, this can only occur if either node 1 or 2 is
the traitor. Hence, node 3 is honest, so Node 9 forwards 7"
to the destination without error. Similarly, no matter which
pairwise distribution does not match, node 9 always forwards
the sequence not involved in the mismatch. Meanwhile, node
10 forwards w"” to the destination, since in any case the
traitor has been localized to nodes 1-3. The destination always
receives two of the four sequences, both correct; therefore
it may decode.

C. The Polytope Distribution

All that remains to prove that rate 2 can be achieved for
the Caterpillar network is to show that there exists variables
X,Y,Z, W such that Properties 1-3 hold. In fact, this is
not quite possible. In particular, Property 1 implies that
X,Y,Z, W are pairwise independent. If so, Property 3 cannot
hold, because we can take X, Y, Z to be jointly independent
with X ~ X, Y ~ Y, and Z ~ Z. This satisfies (8)~(10) but
not (11). We therefore replace Property 1 with the following
slight relaxation.

HXYZW) o 5 _ .

log|X| —

If for every ¢ > 0, there exists a set of random vari-
ables satisfying Properties 2-4, then by (7) we achieve
rate 2.

The most unusual aspect of the Polytope Code is Property 3
and its generalization, to be stated as Theorem 4 in Sec. VIII.
Therefore, before constructing a distribution satisfying all
three properties, we illustrate in Table I a very simple dis-
tribution on three binary variables variables that satisfies just
Property 3. This distribution is only on X, Y, Z; for simplicity
we leave out W, as it is not involved in Property 3. We
encourage the reader to manually verify Property 3 for this
distribution. Observe that X, Y, Z as given in Table I may be
alternatively expressed as being uniformly distributed on the
following set:

Property 4:

{x,y,ze{0,}:x+y+2z=1}. (12)
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TABLE 1
A SIMPLE DISTRIBUTION ON THREE BINARY RANDOM VARIABLES THAT
SATISFIES PROPERTY 3. THAT IS, FOR ANY ALTERNATIVE DISTRIBUTION
q(xyz), IF q(xy) = p(xy), ¢(xz) = p(xz), AND q(yz) = p(yz), THEN
q(xyz) = p(xyz). THIS SORT OF PROPERTY COMPRISES THE MAIN
ADVANTAGE OF POLYTOPE CODES. UNDER THE DISTRIBUTION p,
THE VARIABLES X, Y, Z SIT IN A POLYTOPE DEFINED
BYX+Y+Z=0ANDX,Y,Z €[0,1]

r y z p(zyz)
0 0 0 0
0 0 1 1/3
0o 1 0 1/3
0 1 1 0
1 0 0 1/3
1 0 1 0
1 1 0 0
1 1 1 0
Y
rk
—k k
: - X
kT

Fig. 6. An example polytope projected into the (x,y) plane.

This is the set of integer lattice points in a polytope. (Hence
“Polytope Code.”) The distribution in Table I—and in par-
ticular the parameterization in (12)—is a special case of the
construction of the distributions in the sequel.

We now construct a distribution satisfying Properties 2—4
for arbitrarily small €. Take k to be a positive integer, and let
X, Y, Z, W be uniform over the set

{Gy,z,w) € {—k, .o k)
x+y+z=0and3x—y+2w=0}, (13)

Like (12), this is the set of integer lattice points in a polytope.

By the linear constraints in (13), this distribution satisfies
Property 2. Now consider Property 4. The region of (X, Y)
pairs with positive probability is shown in Figure 6. Note
that X and Y are not independent, because the boundedness
of Z and W requires that X and Y satisfy certain linear
inequalities. Nevertheless, the area of the polygon shown in
Figure 6 grows as O(k?). Hence

log H(XYZW) _ log O(k?)

>
Tog | X] ¢

~ log(Rk + 1) ~

(14)

where the last inequality holds for sufficiently large k. Thus
these variables satisfy Property 4.
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We now consider Property 3. Assuming X, Y, Z satisfy
(8)—(10), we may write

E[(X + Y + 2)?] (15)
=E[X>+Y?+Z*+2XY +2XZ +2YZ] (16)
=E[X*+Y?+Z*+2XY +2XZ+2vZ] (7)
=E[(X +Y +2)% (18)
=0 (19)

where (17) holds from (8)—(10), and because each term in the
sum involves at most two of the three variables; and (19) holds
because X +Y +Z = 0 by construction. Hence X+YV+7Z = 0,
SO we may write

X,Y,Z)=(X,Y,-X-7Y) (20)
~(X,Y,-X-7) 21
=(X,Y,2) (22)

where (21) holds by (8). This verifies Property 3, and we
may now conclude that the distribution on X, Y, Z, W satisfies
all desired properties, so the induced Polytope Code achieves
rate 2 for the Caterpillar network.

D. Remarks on the Polytope Code for the
Caterpillar Network

The above argument took advantage of the linear constraint
X 4+ Y 4+ Z = 0, but this constraint was in no way special.
Property 3 would hold as long as X,Y,Z are subject to
any linear constraint with nonzero coefficients for all three
variables.

Observe that when k is large, any pair of the four variables
are nearly independent, in that their joint entropy is close
to the sum of their individual entropies. We have therefore
constructed something like a (4,2) MDS code. In fact, if
we reinterpret the linear constraints in (13) as constraints
on elements x, y, z, w from a finite field, the resulting finite
subspace would be exactly a (4,2) MDS code. This illustrates
a general principle of Polytope Codes: any code construction
on a finite field can be used to construct a Polytope Code, and
many of the properties of the original code will hold over. The
resulting code will be substantially harder to implement, in that
it involves much longer blocklengths, and more complicated
coding functions, but additional properties, such as Property 3,
may hold. Sec. X provides details on transforming any linear
code into a mostly-equivalent Polytope Code.

The code described above illustrates one significant draw-
back of Polytope Codes compared to linear codes: the rates
they achieve are asymptotic. For linear codes, it is often the
case that the maximum rate can be achieved with a finite
field that is not too large. This is not the case for a Polytope
Code. In fact, in order to achieve the best rate, both the
integers n and k must go to infinity. We need n to be large
in order for the cardinality of T"(XYZW) to be close to
2nH(XYZW) (see (6)), and we need k to be large in order to
satisfy Property 4 (see (14)). This paper is primarily interested
in fundamental limits rather than implementation, so we will
not comment much on how large n and k must be for the
asymptotics to “kick in”.
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VII. A POLYTOPE CODE FOR THE COCKROACH NETWORK

We return to the Cockroach network, and demonstrate a
capacity-achieving Polytope Code for it. We do this not to find
the capacity for the network, because we have already done
so with the simpler code in Sec. V, but rather to illustrate
a Polytope Code on a network satisfying the conditions of
Theorem 3, which have a somewhat different flavor than the
Caterpillar network.

In Sec. V, we illustrated how performing comparisons and
transmitting comparison bits through the network can help
defeat traitors. In Sec. VI, we illustrated how a code can
be built out a distribution on a polytope, and how a special
property of that distribution comes into play in the operation
of the code. The Polytope Code for the Cockroach network
combines these two ideas: the primary data sent through the
network comes from the distribution on a polytope, but then
comparisons are performed in the network in order to localize
the traitor.

The first step in constructing a Polytope Code is to describe
a distribution over a polytope. That is, we define a linear
subspace in a real vector field, and take a uniform distribution
over the polytope defined by the set of vectors with entries in
{—k, ..., k} for some integer k. The nature of this distribution
depends on the characteristics of the linear subspace. For
our code for the Cockroach network, we need one that is
equivalent to a (6,2) MDS code. That is, the linear subspace
sits in R®, has dimension 2, and is defined by four constraints
such that any two variables determine the others. One choice
for the subspace, for example, is the set of (a,b,c,d, e, )
satisfying

a+b+c=0 (23)
a—b+d=0 4)
a+2b+e=0 25)
2a+b+ f =0. (26)

Let the random variables A, B, C, D, E, F have joint dis-
tribution uniformly distributed over the polytope defined by
(23)-(26) and a,b,c,d,e, f € {—k,...,k}. By a similar
argument to that in Sec. VI, for large &,

H(ABCDEF) _
logk +1)

We choose a blocklength n and associate each message with a
joint sequence (a”*b"c"d"e"™ f) with joint type exactly equal
to the distribution of the six variables. Like the code in
Sec. VI, to achieve capacity we need both n and k to be
large. Indeed, for large n and k, we may place one sequence
a"—f" on each unit capacity edge in the network and operate
near rate 2. These six sequences are generated at the source
and then routed through the network as shown in Fig. 7. For
convenience, the figure omits the n superscript.

As in Sec. VI, we define A, B,C, D, E, F to have joint
distribution equal to the type of the six sequences an they
actually appear in the network, which may differ from the
sequences sent by the source because of the adversary. In addi-
tion to forwarding a sequence, nodes 4 and 5 perform more
elaborate operations. Like in the code for the Cockroach

27)
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Fig. 7. A capacity-achieving Polytope Code for the Cockroach Network.
The symbols shown in the network represent a sequences that have a pre-
determined joint type. At nodes 4 and 5, the joint types of the incoming
sequences are compared against what they “should be”, and = or # is sent
to the destination depending on the outcome of the comparison.

network described in Sec. V, they each perform a comparison
and transmit either = or # depending on whether the compar-
ison succeeds. In particular, they compare the types of their
received sequences with the original distribution. For example,
node 4 receives the two sequences b” and ¢”, from which it can
construct B and C. If the joint distribution of (B, C‘) matches
that of (B, C), it sends = to the destination; if not, it sends #.
This single bit costs asymptotically negligible rate, so it has
no effect on the achieved rate of the code for large » and k.
Node 5 performs a similar action, comparing the distribution
of (D, E) with that of (D, E), and transmitting a comparison
bit to the destination.

Now we prove that it is possible to decode at the destination.
If the traitor is node i, then the set of values received at the
destination is a deterministic function of the message w and
the values sent on the output of node i, which we denote z;. We
denote this function f;(w, z;). Assuming an optimal decoder,
an error can only if two messages lead to the same set of values
at the destination. There are two cases: (1) for two messages
wi, wy there exists a node i and z; 1, z;2 such that

filwy, zin) = fi(wa,2zi2) (28)

and (2) for two messages w1, w; there exists a pair of distinct
nodes i, j and z;, z; such that

fiwi,zi) = fj(w2, zj).

Because any error is of the form either (28) or (29), we
never need to consider more than 2 potential traitor nodes at a
time.? Effectively, (28) represents a single node confusing the
destination between two messages, even though the destination
might know the identity of the traitor, whereas (29) represents
a traitor node acting in a way that appears as if a different node
could be the traitor. We use this idea to parameterize different

(29)

31t is for the same reason that the Singleton bound is often tight, since
the Singleton bound represents an error of the form (29), where the decoder
cannot distinguish between two possible traitors.
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actions of the traitor. In particular, given a set of values yp
received at the destination, we define the set £ as

£:={iel5l|qw,z :yp = fi(w,z)} (30)

That is, £ is a list of nodes that could be the traitor given the
received values at the destination yp. Our decoding process
at the destination is parameterized by the set £.* Note that
the true traitor is always contained in L. If |£| = 1, then the
destination is able to identify the traitor, and the only possible
error is (28). If |£| > 2, then the destination cannot identify
the traitor, so (29) becomes possible as well.

We now describe the decoding operation at the destination.
The first step is to construct £ as given by (30). Next,
the destination uses £ to decide which of the four symbols
available at the destination to use to decode. Since any pair
of the six original symbols contain all the information in the
message, if at least two of the four symbols a, c,d, f can be
determined to be trustworthy by the destination, then it can
decode. The decoding rule at the destination is as follows:

Decoding Rule: Discard any symbol that was touched
by every node in £, and decode from the rest.

For example, if £ = {2}, then the destination discards
¢, d—the two symbols touched by node 2—and decodes from
a, f. If L = {2,4}, the destination discards just c—the only
symbol touched by both nodes 2 and 4—and decodes from
a,d, f. If L ={1,...,5}, then it discards no symbols and
decodes from all four.

The prove the correctness of this code, we must show that
the destination never decodes from a symbol that was altered
by the traitor. This is easy to see if |£| = 1, because in this case
the destination knows exactly which node is the traitor, and
it simply discards all symbols that may have been influenced
by this node. Since no node touches more than two of the
symbols available at the destination, there are always at least
two remaining to decode from.

If |£] > 2, the destination may use symbols touched by the
traitor when decoding. For example, suppose node 2 were the
traitor, and 1 € L. Since £ always contains the true traitor,
{1,2} € L. No symbols are touched by both nodes 1 and 2,
so by the decoding rule (even if £ contains other nodes) the
destination decodes using all four of its received symbols.
In particular, the destination uses ¢ and d to decode, even
though both are touched by node 2. To prove correctness we
must show that node 2 could not have transmitted anything
but the true values of ¢ and d. What we use to prove this is
the fact that £ contains node 1, meaning that node 2 must
have acted in a way such that it appears to the destination
that node 1 could be the traitor. This induces constraints on
the behavior of node 2. The first is that the comparison that
occurs at node 5 between d and e must succeed. If it did not,
then the destination would learn it, and conclude that node 1

4Because we define £ in this non-constructive and essentially code-
independent manner, our arguments for code correctness may sometimes seem
backwards. We will make assumptions about £, and then argue about what the
traitor must have done, even though this is opposite to the causal relationship.
We do this because it is most convenient to partition possible traitor actions
based on the £ that results. As long as our analysis considers every possible L,
we can be assured that the code can handle any possible traitor action.
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could not be the traitor, in which case 1 would not be in L.
Hence the distribution of (D, E) must match that of (D, E).
This constitutes a constraint on node 2 in its transmission
of d. Moreover, (D, F) ~ (D, F), because the destination
may observe d and f, so it could detect a difference between
these two distributions if it existed. Because both symbols are
untouched by node 1 and 1 € L, the distributions must match.
Furthermore, because neither e nor f are touched by the traitor
node 2, (E, F) ~ (E, F). To summarize:

(D, E) ~ (D, E), (31)
(D, F) ~ (D, F), (32)
(E,F) ~ (E, F). (33)

Using these three conditions, we apply Property 3 from Sec. VI
to conclude that (D, E, F) ~ (D, E, F). We may do this
because, as we argued in Sec. VI, Property 3 holds for for
any three variables in a polytope subject to a single linear
constraint with nonzero coefficients on each one. Since we
have constructed the 6 variables to be a (6,2) MDS code,
this is true here. (In the space defined by (23)-(26), the
three variables D, E, F are subject to D + E — F = 0.)
Since e and f together specify the entire message, in order for
this three-way distribution to match, the only choice for d is
the true value of d. Now we have to show that ¢ can also not
be corrupted by the traitor. Since the only symbol seen by the
destination that could be touched by node 1 is a, we must have
(C,D,F) ~ (C,D, F), or else 1 would not be in £. Again
since any two symbols specify the entire message, and both
d and f are uncorrupted by the traitor, the value for ¢ sent by
node 2 must also be its true value. Therefore the destination
will not make an error by using ¢ and d to decode.

The above analysis holds for any £ containing {1,2}.
To demonstrate correctness of the code for all cases where
|£] > 2, it is enough to consider the case that {i, j} € L
for all pairs of nodes i, j (whether or not £ also contains
additional nodes). In particular, for every pair of nodes i, j, we
must show that if i is the traitor and j € £, node i is forced
to transmit the true value of every symbol that is not also
touched by node j. If this can be shown for each pair, the des-
tination always decodes correctly by following the decoding
rule.

Moreover, it is enough to consider each unordered pair
only once. For example, as we have already performed the
analysis for i = 2 and j = 1, we do not need to per-
form the same analysis for i = 1 and j = 2. This is
justified as follows. We have shown that when node 2 is
the traitor and 1 € L, symbols ¢ and d are uncorrupted.
Therefore (A,C‘,[),I:") ~ (A,C,D,F). Hence if 1 € L
and (A,C, D, 17“) + (A,C,D,F), node 2 cannot be the
traitor, so 2 ¢ L. Now, if node 1 is the traitor and 2 € L,
then it must be the case that (A, C,D, 1:") ~ (A,C,D, F).
Since of these four symbols only a is touched by node 1, it
cannot be corrupted. This same argument can apply to any pair
of nodes.

We now complete the proof of correctness of the proposed
Polytope Code for the Cockroach network by considering all
pairs of potential traitors in the network:



KOSUT et al.: POLYTOPE CODES AGAINST ADVERSARIES IN NETWORKS

(1, 2): Proof above.

(1, 3): Suppose node 1 is the traitor and 3 € £. We must
show that node 1 cannot corrupt a. We have that
(A, C, D) ~ (A, C, D), because these three symbols
are not touched by node 3, and are available at the
destination. Since ¢ and d determine the message,
this single constraint is enough to conclude that
node 1 cannot corrupt a. This illustrates a more
general principle: when considering the pair of nodes
(@, j), if the number of symbols available at the
destination untouched by both i or j is at least as
large as the rate of the code, we may immediately
conclude that no symbols can be corrupted. In fact,
this principle works even for finite-field linear codes.

(1, 4): Follows exactly as (1, 3).

(1, 5): Follows exactly as (1, 3).

(2, 3): Follows exactly as (1, 2).

(2,4): Suppose node 4 is the traitor and 2 € £. The only
symbol touched by both nodes 1 and 4 is ¢, so the
destination will decode from a, d, f. But node 4 does
not touch any of these symbols, so it cannot corrupt
them.

(2, 5): Follows exactly as (2, 4).

(3, 4): Follows exactly as (1, 3).

(3, 5): Follows exactly as (1, 3).

(4, 5): Follows exactly as (1, 3).

VIII. THE POLYTOPE CODE

We now describe the general structure of Polytope Codes
and state their important properties. In Sec. VIII-A, we
introduce the general distribution on a polytope, and find
the joint entropy of random variables with this distribu-
tion. In Sec. VIII-B, we state the fundamental property of
Polytope Codes, and provide some examples and discussion.
In Sec. VIII-C, we prove several corollaries to the fundamental
property that will be convenient in the proof of Theorem 3.

A. Distributions on Polytopes

Given a matrix F € Z"*™, consider the polytope

sz{XGZ’":Fx=0,|xi|fkforizl,...,m}. (34)

We may also describe this polytope in terms of a matrix K
whose columns form a basis for the null-space of F. Let X
be an m-dimensional random vector uniformly distributed
over Py. Take n to be a multiple of the least common denom-
inator of the distribution of X and let 7"(X) be the set of
sequences X" with joint type exactly equal to this distribution.
In a Polytope Code, each message is associated with an
element of 7"(X). Given a message and the corresponding
sequence X", each edge in the network holds a sequence x;'
for somei =1,...,m.

As for the example codes in Sec. VI and VII, Polytope
Codes are asymptotic in both n and k. The asymptotics in n
are required in order to make the cardinality of 7" (X) close
to 2" X 1In particular, we are taking advantage of the fact
from the theory of types that

1
lim — log |T"(X)| = H(X). (35)
n—oon
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The asymptotics in k are required in order to for the entropy
function (i.e. the vector of H(Xg) for each S C [m])
to converge. This convergence was illustrated in Sec. VI
and VII, where for large k all joint entropies can be calculated
using only properties of the linear subspace defined by F.
Proposition 1 states this property in general.

Proposition 1: There exists a constant C > 0 depending
only on F (or K) such that for any S C [m]

—C - 0O(3) < H(Xs) — rank(Ks) log(2k) < O (7).  (36)

where Kg is the matrix made up of the rows of K correspond-
ing to the elements of S. In particular

H(X
jim 2 Xs) — rank(K's) (37)
k—>oo lo

Proof: Let S C [m] be a minimal set such that
H(X) = H(Xg,). Note that |Sj| = rank(K). Let S, := Sf.
Because of the linear constraint X = 0, there exists a
matrix K such that X5, = KXs,. We may assume without
loss of generality that K has only rational values. In particular,
there exists a positive integer v such that v K is integer valued.
Let Py be the projection of Py onto the sub-vector Xg,. That is,
Py is the set of vectors xs, for which there exists xg, satisfying
(Xs,,Xs,) € Pr. We may write this set as

) x5, lloo < &,
Pr = { xs, € Z5|| Kxs, [0 <k, (38)
Kxg, € 715!
Note that |Px| = |Pcl. We now find a lower bound on the

cardinality of P;. Note that |KXs,lloc < [IK|lco.1lXs;llco
where

K = Kl 39
1K lloo,1 ml_ax;| il (39)

A~1so recall that if all elements of xs, are multiples of v, then
Kxg, is integer-valued. Thus, if we define

k
= (40)
1K lloo.1 }

Py = [xs1 € oZ1: x5, lloo <

then P, C Pi. Now we may write

H(X) = log [Pkl (41)
> log | Pyl 42)
k
‘ ( LHKHOO,IJ )
= rank(K)log(2k) — C — (’)(%) (44)

where (41) holds because X is uniform over Py, (42) holds
because |Py| = |Pxl, (43) holds by the definition of P,
and (44) holds since JS]I = rank(K), and we have defined
C :=rank(K) log(®||K ||oo,1)- 3

Now consider any S C [m]. Let S C S be a minimal set such
that H(Xs) = H(Xg). Note that |S| = rank(Ky). Of course
[X5llco < k, so by the uniform bound

H(Xs) = H(Xj3)
|| log(2k + 1) = rank(Ks) log(2k) + (9(%).

IA

(45)
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Let T C [m] be a minimal set such that rank(Ks 1) =
rank(K); i.e. such that Xg 7 completely specifies X under
the constraint FX = 0. Note that rank(K7) = rank(K)—
rank(Ks). Hence

H(Xs) = H(Xs,7) — H(X7r|Xs) (46)
> H(X) - H(Xr) (47)

> rank(K) log(2k) — rank(K7) log(2k) — C — O(})

(48)

= rank(Ks) log(2k) — C — O(}) (49)

where in (48) we have used both (44) and (45).
Combining (45) with (49) proves (36). Taking the limit
proves (37). [ |

Recall that in a Polytope Code, each element in 7"(X) is
associated with a message. Using Proposition 1, we can thus
lower bound the number of messages by

log |7"(X)| > nH (X) — |Px|log(n + 1) (50)
> nrank(K)log(2k) — nC — nO(3)
—(2k 4+ 1)@k 160 (n + 1). (51)

Since in a Polytope Code each edge holds a value in
{—k, ..., k}", the coding rate is bounded by

log |T"(X
= L()' > rank(K) —
nlog(2k + 1)
@k + 1)K E) log(n 4 1)
nlog(2k + 1)

It is clear from (52) that for sufficiently large n and k the
rate approaches rank(K) (i.e. the dimension of the hyperspace
Fx = 0). The bound in (52) also gives some indication of how
large n and k must be to achieve a certain gap to the asymptotic
rate rank(K).

In a linear code operating over the finite field F, we may
express the elements on the edges in a network x € F" as
a linear combination of the message x = Kw, where K
is a linear transformation over the finite field, and w is the
message vector. Taking a uniform distribution on w imposes
a distribution on X satisfying

log(2k + 1)
-0t

(52)

H (Xs) = rank(Ky) log |F|. (53)

This differs from (37) only by a constant factor, and also
that (37) holds only in the limit of large k. Hence, Polytope
Codes achieve a similar set of entropy functions as standard
linear codes. In Sec. X we return to this point in more detail.

B. Fundamental Property of Polytope Codes

In Sec. VI and VII, we saw that Property 3 played an
important role in the functionality of the Polytope Codes.
The following theorem states the more general version of this
property. It comprises the major advantage of Polytope Codes
over linear codes. After the proof of the theorem, we illustrate
its application to prove Property 3. Subsequently we discuss
implications and possible generalizations of the theorem. Then
we prove three corollaries to be used in the sequel.

Theorem 4 (Fundamental Property of Polytope Codes): Let
X € R"™ be a random vector satisfying FX = 0.
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Fix a positive integer L. For each [ € [L], fix a positive
integer u; and a matrix A; € R**™_ Suppose a second
random vector X € R satisfies the L constraints:

AX~AX forl=1,...,L. (54)

The two vectors X and X are equal in distribution if the
following hold:

1) There exists a positive definite C € R*** and matrices
¥, € RU>4 guch that
L
FTCF = Z Al'sA;.
=1

(55)

2) For some [* € [L], there exists a matrix Q € R™*
where x = QApx for all x € R™ with Fx = 0.
Proof: The following proof follows almost exactly the
same argument as the proof of Property 3 in Sec. VI
We may write

L
E[(FX)TC(FX)] = D E[(AX2/(4%)]  (56)
=1

L
= > E[AX)" z(4X)] (57
=1
= E[(FX)" C(FX)]
=0

(58)
(59)

where (56) and (58) follow from (55); (57) follows from (54),
and because each term in the sum involves A;X for some /; and
(59) follows because FX = 0. Because C is positive definite,
(59) implies F X = 0. Hence, the second condition in the state-
ment of the theorem implies QA;*f( = f(, SO we may write

X = QAxX (60)
~ QArX (61)
=X. (62)

]

1) Example Application of Theorem 4: We illustrate
Theorem 4 by using it to re-prove Property 3 from Sec. VI.
Recall that variables X,Y,Z € {—k, ..., k} satisfy X + Y +
Z =0, and the three pairwise distributions of X , Y s 7 match
those of X,Y, Z as stated in (8)-(10). The condition (54)
specifies than arbitrary projections of X and X are equal in
distribution. This is a more general form of the conditions in
(8)—(10), which specify that three two-dimensional projections
of (X,Y, Z) and (f( .Y, Z) are equal in distribution. In terms
of the notation of Theorem 4, we have m = 3, L = 3, and

F=[1 1 1], (63)
M=lo 1 o 9
w2=[o 0 V] )
Wy

F
St is equivalent to say that [A ] has full column rank.
l*
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TABLE II
A DISTRIBUTION ON THREE BINARY RANDOM VARIABLES THAT FORMS
A COUNTEREXAMPLE TO THE CONVERSE OF THEOREM 4.

IN PARTICULAR, FOR ANY ¢g(xyz), IF g(xy) = p(xy), ¢(xz) = p(x2),
AND ¢(yz) = p(yz), THEN ¢(xyz) = p(xyz). HOWEVER, THIS RANDOM
VECTOR X = (X, Y, Z) DOES NOT SATISFY THE SECOND CONDITION
IN THEOREM 4. THAT IS, NO PAIR OF THE THREE RANDOM
VARIABLES DETERMINE THE THIRD

z y z plzyz)
0 0 0 0

0 0 1 0
01 0 1/6
0 1 1 1/6
1 0 0 1/6
1 0 1 1/6
1 1 0 1/6
1 1 1 1/6

We satisfy the second condition of Theorem 4 by choosing
I* =1 since if x+y+z =0then (x, y,2) = (x,y, —x — y).0
To verify the first condition, we need to check that there exist
Y, for [ = 1,2,3 and a positive definite C (in this case, a
positive scalar, because F has only one row) satisfying (55).

If we let
3, = | oL oL 67)
0121 0122
then, for instance,
oi,in o2 0
AlTElAl =|o121 o122 0 (68)
0 0 0
The right hand side of (55) expands to
3
Z AIT 1A
=1
01,11 + 02,11 01,12 02,12
= 01,21 01,22 + 03,11 03,12 . (69)
0221 03,21 0222 + 03,22

Therefore, for suitable choices of {21}13:1, we can produce
any matrix for the right hand side of (55). We may simply
set C = 1 and calculate the resulting matrix for the left hand
side, then set {21}13:1 appropriately. This allows us to apply
Theorem 4 to conclude that (X, Y, Z) ~ (X, Y, Z).

2) Discussion of Theorem 4: Theorem 4 gives a condition
under which equality in distribution of subsets of random
variables imply equality in distribution of all random variables.
Such properties appear fundamental to the adversary problem.
Indeed, the proof in Sec. XI of a bound tighter than the cut-set
bound also makes use of alternative distributions on the same
alphabet, where a subset of the random variables are equal in
distribution. One intriguing question is whether there are ways
to prove the existence of distributions with such properties
other than Theorem 4.

Interestingly, the converse of Theorem 4 is false. That is,
there exists a real random vector X € R™ such that for some
{A;}, (54) implies X ~ X, even though the two conditions in
the statement of the theorem do not hold for any F for which
FX = 0. An example is given in Table II. One may ask for the

6Setting /* to 2 or 3 would also work.
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precise condition under which (54) implies X ~ X. We do not
know the answer in general, but for the special case illustrated
in Table II (and Table I) it is not hard to find. We state this
precisely in the following proposition, proved in Appendix E.

Proposition 2: Consider binary random variables X, Y, Z.
The following are equivalent:

1) For any variables (X,Y,Z), if

X,Y)~ (X,Y), (X,2)~ (X, Z), (Y,Z2)~ (Y, 2),
(70)

then (X, Y, Z) ~ (X, Y, Z).
2) The support set of (X, Y, Z) excludes at least one triple
in each of the following sets:

{(0,0,0),(0,1,1),(1,0,1),(1,1,0)} 71
{(0,0,1),(0,1,0),(1,0,0), (1,1, DH}.  (72)
It would be instructive to generalize Proposition 2 to all
alphabets and collections of marginal distribution constraints,
but even doing so would not answer the question: When do a
particular set of marginal distribution constraints exist at all?
To state this very general question more formally, fix sets A; €
[m] for I = 1,..., L. Also fix an entropic vector (hs)scm]-
Under what conditions is it possible to construct a distribution
on variables X = (X1, ..., X;;) (with arbitrary alphabet) such
that (1) for each S C [m], H(Xg) = Ahg for some 1 > 0, and
(2) if the variables X = (X1, ..., )me) satisfy X 4, ~ XA/ for
[l =1,...,L, then X ~ X? If this problem could be solved
in general, it would substantially improve understanding of
node-based (and even more general) adversarial attacks.

C. Corollaries to Theorem 4

In our proof of Theorem 2, we will not use Theorem 4
in its most general form. Instead, we state several corollaries
that will be more convenient. The first restricts Theorem 4 to
A; matrices that simply pick off sub-vectors of X.

Corollary 1: Let X € R™ be a random vector satisfying
FX = 0. Fix a positive integer L, and sets A; C [m] for
[l = 1,..., L. Suppose a second random vector X € R™
satisfies

X ~Xg fori=1,...,L. (73)

Then X ~ X if the following hold:

1) There exists a positive definite C € R*** where
G := FTCF has the property that for for all pairs
i,jeml,if {i, j} ¢ A foralll e [L], then G;; = 0.

2) For some [* € [L], there is a matrix Q € R > Ml where
x = Ox 4, for all x € R" with Fx = 0.

Proof: Given the A; sets, we apply Theorem 4 by con-
structing A; matrices as follows. Let ¢; € R™ be the ith
standard unit vector. That is, (¢;); = 1 if i = j and O
otherwise. Note el.TX = X;. For each I € [L], let A;
be the vertical concatenation of eiT for all i € A;. Hence
A;X = Xy,, so (73) is equivalent to (54). Moreover, for
suitable choice of X; € RMIXIAIL the product G; := AIT 21A;
may be any matrix in R”™*™ where (G;);; = 0ifi ¢ A
or j ¢ A. (This fact was illustrated in (68).) Hence > ; G;
may be any matrix such that G;; = 0 if {i, j} ¢ A for
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every [ € [L]. This is precisely the condition on G in the
statement of the corollary. Thus, we can choose X; so that
G = Zl G;. Since G = FTCF where C is positive definite,
we have satisfied the first condition in Theorem 4. The second
condition in Theorem 4 follows immediately from the second
condition in the statement of the corollary and the fact that
XA = ApX. n

Corollary 1 is still too general for convenient use in the
proof of Theorem 2. We apply Corollary 1 to three specific
cases. First, we prove a generalization of Property 3 for more
than three variables.

Corollary 2: Let X € R™ satisfy FX = 0 for some F €
R with Fy # 0. If X satisfies

(X, Xj) ~ (X;, X;) for all i, j € [m]
(}?2”" ,}?m) ~ (X2,"‘ ,Xm)

(74)
(75)

then X ~ X.

Proof: The conditions (74)—(75) fall into the framework of
Corollary 1. By (74), there are no constraints on the matrix G.
Hence we may simply set C = 1 to satisfy the first condition in
Corollary 1. The second condition for Corollary 1 is satisfied
by (75), since the linear constraint Fx = 0 implies

x1 = F{ ' (Fxy + F3x3 + -+ Fox) (76)

where Ffl is finite since F1 # O. [ |
Corollary 2 considers the case with m variables and m — 1
degrees of freedom; i.e. a single linear constraint. The follow-
ing corollary considers a case with m variables and m — 2
degrees of freedom.
Corollary 3: Let F € R>™ be such that any 2 x 2
submatrix of F is non-singular. Let X satisfy FX = 0.

Assume that m > 4, and define Z := (Xs,..., X)) and
Z:= (Xs,...,X,). If X satisfies

(X1, X2,Z) ~ (X1, X2, Z), (77)

(X3, X4,Z) ~ (X3, X4, Z), (78)

(X1, X3) ~ (X1, X3), (79)

(X2, X4) ~ (X2, Xa), (80)

(X1, X4) ~ (X1, X4) (81)

then X ~ X. Fig. 8 diagrams the constraints on X.

Proof: The non-singularity of any 2 x 2 submatrix of
F implies that any m — 2 variables specify the other two.
In particular, any subset of m — 1 variables are subject to a
single linear constraint with all nonzero coefficients. We prove
Corollary 3 with two applications of Corollary 2. First, con-
sider the group of variables (X1 X2 X4Z). These m—1 variables
are subject to a single linear constraint, as in Corollary 2.
From (77), (78), (80), and (81) we have all pairwise marginal
constraints, satisfying (74). Furthermore, (77) satisfies (75).

We may therefore apply Corollary 2 to conclude
(X1, X2, X4, Z) ~ (X1, X2, X4, 7). (82)

A similar application of Corollary 2 using (77), (78), (79),
and (81) allows us to conclude

(X1, X3, X4, Z) ~ (X1, X3, X4, Z). (83)
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Fig. 8. The constraints on the random vector X in Corollaries 3 (above) and
4 (below). Rectangles represent a constraint on the marginal distribution of all
enclosed variables; lines represent pairwise constraints on the two connected
variables.

Observe that (82) and (83) share the m variables ()N(l, )~(4, Z),
which together determine X, and X3 in exactly the same way
that (X1, X4,Z) determine X, and X3. Therefore we may
combine (82) and (83) to conclude X ~ X. |

All five constraints (77)—(81) are not always necessary, and
we may sometimes apply Theorem 4 without (81). However,
this depends on an interesting additional property of the
linear constraint matrix F, as stated in the final corollary to
Theorem 4.

Corollary 4: Let F € R>™ be such that any 2 x 2
submatrix of F is non-singular, and let X satisfy FX = 0.
In addition, assume

|KX1X2Z| |KX3X4Z| |KX1X3Z| |KX2X4Z| <0 (84)

where again K is a basis for the null space of F, and Kxg
for § C [m] is the matrix made up of the rows of K
corresponding to the variables (X;);es. If X satisfies (77)—(80)
(Fig. 8 diagrams these constraints), then X ~ X.

Proof: We apply Corollary 1. Either (77) or (78) satisfies
the second condition in Corollary 1. To verify the first condi-
tion, note that in the four constraints in (77)—(80), each pair of
variables appears together except for (X1, X4) and (X3, X3).
Hence G is constrained to satisfy

Gi4=0G23=0G32=041=0. (85)
We must show that such a G exists satisfying
FTCF=G (86)

for some positive definite C. Let G be the upper left 2 x 2
block of G. Note that G = }:"TCI:“, where F € R2*2 is the first
two columns of F. By assumption Fis non-singular, so G is
positive definite precisely when C is positive definite. Hence,
it will be enough to show that it is possible to construct G
satisfying (85) so that G is positive definite.
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By (86), each row of G is a linear combination of rows of
F; i.e. it forms the coefficients of a linear equality constraint
imposed on the random vector X. Consider the first row of G.
Since G1,4 = 0, this row represents a linear constraint on the
m — 1 variables variables X{,;)\(4}. Since any m — 2 variables
specify the other two, there is exactly one linear constraint
(up to a constant) on the variables Xp;}\(4). To proceed, we
derive the coefficients of this linear constraint in terms of
determinants of submatrices of K.

More generally, consider the set of m — 1 variables X[\ (i)
for any i € [m]. Since Xpmp\(iy € span(Kxg,; ;) we may
compactly write the (unique, up to a constant) linear constraint
on these variables as

|X[m]\{i} KX[m]\{i) | =0. (87)
Expanding the determinant gives
D TX KXy =0 (8%)

JelmN\i}

where o alternates between 1 and —1.
Applying (88) with i = 4, we may write the first row of
G as

a[|KX[m]\u,4>|’ = KXyl KX 3.y 15 0
=KX s -+ -0 Om KX gy ) |] 89)
for some a # 0. Since Z = (X5, ..., X;y), we can write
Gi1 = a|Kx,x;zl, (90)
Gi1,2 = —alKx, x5zl oD

Now consider the second row of G. Since G, 3 = 0, this
row represents a linear constraint on Xj,)\(3}. By the same
argument as above,

92)
93)

G2,1 = BlKx,x4zl,
G2,2 = —BIKx,x,zl
for some S # 0. Moreover, G is symmetric, so G12 = G2,1,
which by (91) and (92) gives
KX X357

p= : (94)
|KX2X4Z|
Therefore
N |KX2X3Z| _lKX1X3Z|
G=ua LK | IKx x,2] |1Kx x5zl | 95)
X1X5Z |Kx,x42]
For G to be positive definite, we need
0 < G1,1 = alKx,x52l, (96)
- |Kx, %,z | K x, X421 | KX, X5Z |
0 < |G|=a2|: 243 |KX1X4Z| 143 _IKX1X3Z|2 .
2X4
7

To satisfy (96), we may choose any o with the same sign as
|K x,x,z|. The condition (97) is equivalent to
Kzl 1Kxxezl (IKxoxazl IKxxl
~IKxaxzl |Kxixazl) >0 (98)

which may also be written as (84). [ |
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The necessity of satisfying (84) in order to apply Corol-
lary 4 substantially complicates code design. When building
a linear code, one need only worry about the rank of certain
matrices; i.e. certain determinants need be nonzero. Here, we
see that the signs of these determinants may be constrained as
well.

IX. ACHIEVABILITY PROOF

To prove Theorem 3, we need to specify Polytope Codes for
networks satisfying 2-OUT and IN-OUT. This involves spec-
ifying the linear relationships between various symbols in the
network, the comparisons that are done among them at internal
nodes, and then how the destination uses the comparison infor-
mation it receives to decode. We then proceed to prove that the
destination always decodes correctly. The key observation in
the proof is that the important comparisons that go on inside
the network are those that involve a variable that does not
reach the destination. This is because symbols that do reach
the destination can be examined there, so further comparisons
inside the network do not add anything. Therefore we will
carefully route these non-destination symbols to maximize
the utility of their comparisons. In fact, the paths p, in the
definition of PATHS are precisely the paths along which these
non-destination symbols travel. We therefore refer to these
paths as non-destination paths. The requirement in (3) implies
that for every node having one direct edge to the destination
and one other output edge, the output edge not going to the
destination holds a non-destination symbol. The advantage
of this is that any symbol, before exiting the network, is
guaranteed to cross a non-destination symbol at a node where
the two variables may be compared. This is described in much
more detail in the sequel.

Before proving Theorem 3, we define one additional net-
work property:

2-IN: All nodes in V other than the source and destina-

tion are either 2-to-1 or 2-to-2.

Note that 2-IN implies 2-OUT and IN-OUT. The following
lemma allows us to assume without loss of generality that the
network satisfies 2-IN. It is proved in Sec. IX-A.
Lemma 2: Let network (V, E) satisfy 2-OUT and IN-OUT.
There exists a network (V’, E’) such that
1) (V/, E’) satisfies 2-IN.
2) The capacity of (V’, E’) is no higher than that of (V, E).
3) The value of the cut-set bound from Theorem 1 is the
same for (V’/, E') and (V, E).

4) (V’, E') satisfies PATHS if and only if (V, E) satisfies
PATHS.

5) (V/, E’) satisfies PLANAR if and only if (V, E) satisfies
PLANAR.

Proof of Theorem 3: Statement (4) in the theorem, that the
cut-set bound from Theorem 1 is not greater than M —2 comes
immediately from particularizing (1) with A = V \ {D} and
U containing any two nodes in A, (D).

Next, we prove statement (3), that if the network satisfies
PATHS, then rate M — 2 is achievable. This proof comprises
the bulk of the work. The proofs of statements (1) and (2),
proving the achievability of rates M —4 and M —3, are simpler
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and use similar arguments to the proof for M — 2. These
statements are proved in Section IX-F.

Assume the network satisfies 2-OUT, IN-OUT, and
PATHS. Consider the transformed network (V’, E’) given
by Lemma 2, which satisfies 2-IN and PATHS. It will be
enough to show that rate M — 2 is achievable for (V’, E'),
because by Lemma 2, then it is also achievable for (V, E).
For notational convenience, we drop the primes and merely
assume that (V, E) satisfies 2-IN and PATHS, and show that
rate M — 2 is achievable. We may further assume that all
nodes in the network are reachable from the source. Certainly
edges out of these nodes cannot carry any information about
the message, so we may simply discard this portion of the
network, if it exists, without changing the capacity.

We are now ready to describe how to construct a Polytope
Code to achieve rate M — 2. We proceed in several steps. The
correctness of the code will be proved in Lemmas 3—6, which
are stated during the description of the construction process.
These Lemmas are proved in Sections IX-B-IX-E.

1) Edge Labeling: We first label all the edges in the
network except those in &p(D). These labels are denoted by
the following function

¢ E\&n(D) = Va1 (99)

For a 2-to-1 node v, let A(v) be the set of edges e with
¢(e) = v. The set A(v) represents the edges carrying symbols
that interact with the non-destination symbol that travels along
P, and terminates at node v. The following lemma states the
existence of label function ¢ with the necessary properties.
An example labeling satisfying the properties in the lemma is
shown in Fig. 9.

Lemma 3: Assume (V, E) satisfies PATHS. There exists
a function ¢ such that:

A If ¢(e) = v, then either tail(¢) = v or there is an
edge €' € Eoye(tail(e)) such that ¢(e’) = v. That is,
the set of edges A (v) with label v forms a tree rooted
at o.

B For every 2-to-2 node i with output edges eq, ez,
either e € Pi(er)s €2 € Pp(er)> OF ¢(e1) # ¢ (e2).

2) Internal Node Operation: Assume that ¢ is defined to
satisfy properties (A)—(B) in Lemma 3. Given these labels,
we specify how internal nodes in the network operate. Every
edge in the network holds a symbol representing a linear com-
bination of the message, as well as possibly some comparison
bits. We also define a function

P E — [|Eu(S)]

that will serve as an accounting tool to track symbols as
they pass through the network. We begin by assigning distinct
and arbitrary values to p(e) for all e € Eyy(S) (p therefore
constitutes an ordering on Eyy(S)). Further assignments of p
will be made recursively. This is made explicit below, but if
a symbol is merely forwarded, it travels along edges with a
constant p. When linear combinations occur at internal nodes,
p values are manipulated, and the ps determine exactly how
this is done.

Fix a node i. Let f1, f> be its two input edges. (Recall by
2-IN all nodes have two input edges.) If i is 2-to-2, let e, e2

(100)

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 60, NO. 6, JUNE 2014

Fig. 9. A network illustrating an edge labeling satisfying the properties
required by Lemma 3, as well as the W sets defined in (101)—(103). The
edge labels are such that (A) the set of edges with a given label forms a tree
rooted at the node associated with that label, and (B) each 2-to-2 node has
either an output edge on a non-destination path, or two differently labeled
output edges. The only 2-to-1 nodes are 10 and 18 (shown as squares). For
an edge e, if ¢(e) = 10 it is shown with a dotted line, and if ¢(e) = 18 it
is shown with a dashed line. Note that edges in &, (D) are unlabeled. The
non-destination paths pjp and pjg are drawn with thick lines. The proof
of Lemma 3 in Sec. IX-B shows how to construct the labeling function
for any network with non-destination paths satisfying PATHS. For 2-to-2
nodes, those in V] (not on non-destination paths, and with differently labeled
input edges) are white, those in W, (branch nodes: not on non-destination
paths, and with identically labeled input edges) are shaded, and those in W3
(on non-destination paths) are black.

be its two output edges; if it is 2-to-1, let e be its output
edge. If ¢(f1) = ¢(f2), then node i compares the symbols on
f1 and f>. If node i is 2-to-2, then ¢ (e;) = ¢(f1) for either
[ =1 or 2. Node i transmits its comparison bit on ¢;. If node i
is 2-to-1, then it transmits its comparison bit on e. All 2-to-2
nodes forward all received comparison bits on the output edge
with the same ¢ value as the input edge on which the bit was
received. All 2-to-1 nodes forward all received comparison
bits on its output edge.

We divide 2-to-2 nodes into the following sets. The linear
transformation performed at node i will depend on which set
it is in.

W = {ievz,z:isé U pod(r) # ()t (0D
veVr

W, = {ievz,z:m U pos(r=6()p «102)
veVy |

Wi=1JieWa:ie | p (103)

veVr

These sets are illustrated for a particular edge labeling in
Fig. 9. We will sometimes refer to nodes in W, as branch
nodes, since they represent branches in A(¢(f1)). Moreover,
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branch nodes are significant because a failed comparison at a
branch node will cause the forwarding pattern within A(¢(f1))
to change. For an edge e, X, denotes the symbol transmitted
on e. The following gives the relationships between these
symbols, which are determined by internal nodes, depending
partially on the comparison bits they receive. For each node i,
the action of node i depends on which set it falls in as follows:

o Wi: Let [ be such that ¢(e;) = ¢ (f1). The symbol on
f1 is forwarded to e;, and the symbol on f is forwarded
onto e;. Set p(er) = p(f1), and p(e) = p(f2).

e Ws: Let [ be such that ¢(e;) = ¢(f1) = ¢(f>2). Let I’ be
such that p(fy) < p(fy). We will show in Lemma 4 that
our construction is such that p(f1) # p(f2) at all nodes,
so I’ is well defined. If neither f; nor f, hold a failed
comparison bit, the output symbols are

(104)
(105)

Xe =yinXp +7i2Xp
Xel- = Xfl’

where coefficients y; 1, y;2 are nonzero integers to be
chosen later. Set output p values to

pler) = p(fp)
plep) = p(fi).
Note that the symbol on the input edge with smaller
p value is forwarded without linear combination. If the

input edge fy reports a failed comparison anywhere
previously in A(¢(f1)), then (105) changes to

Xel,=Xfl7.

(106)
(107)

(108)

e Wis: Let I be such f; € p, where v = ¢(f1), and let I
be such that ey € p,. The symbol on f; is forwarded
to ey, and the symbol on f; is forwarded to e, with
the following exception. If ¢(f1) = ¢(f2) and there is a
failed comparison bit sent from f, then the forwarding
swaps: the symbol on f; is forwarded to ey, and the
symbol on f; is forwarded to ey. Set p(ey) = p(f;) and
plep) = p(f;). Again, p is consistent along forwarded
symbols, but only when all comparisons succeed.

e Vy1: Let [ be such that f; € p;, where again i is the
current node. The symbol from f; is forwarded on e,
unless there is a failed comparison bit sent from f7, in
which case the symbol from f; is forwarded on e. Set
ple) = p(fp).

See Fig. 10 for an illustration of the linear transformations
performed at internal nodes and how they change when a
comparison fails. The following Lemma gives some properties
of the internal network behavior as prescribed above.

Lemma 4: The following hold:

1) For any integer a € [|Eout(S)]], the set of edges with e
with p(e) = a form a path (we refer to this in the sequel
as the p = a path). Consequently, there is no node i with
input edges f1, f> such that p(f1) = p(f2).

2) If there are no failed comparisons that occur in the
network, then the linear transformations are such that,
without the adversary, the decoder can decode any
symbol in the network except those on non-destination
paths.

3325

Fig. 10. An example of the linear transformations performed in A(v) for
some v (labeled as such). Solid edges denote ¢(e¢) = v, dashed edges denote
¢ (e) # v. Thick edges denote edges in p,. Near the tail of each edge is the
corresponding p value. Also shown is the symbol transmitted along that edge,
given initial symbols a—i at the furthest upstream edges in the network. When
several symbols are written on an edge, this indicates that the edge carries a
linear combination of those symbols. The symbols indicated in brackets are
those carried by the edges when the comparison at the indicated black node
fails. Symbols on edges labeled without brackets do not change when the
comparison fails.

3) Suppose a comparison fails at a branch node k with input
edges f1, f>» with v = ¢(f1) = ¢(f2). Assume without
loss of generality that p(f;) < p(f2). The forwarding
pattern within A(v) changes such that symbols sent
along the p = p(f2) path are not decodable at the
destination, but what was the non-destination symbol
associated with o is decodable.

3) MDS Code Construction: The rules above explain how
the symbols are combined and transformed inside the network.
In addition, when the initial set of symbols are sent into the
network from the source, they are subject to linear constraints.
We now describe exactly how this is done. Assume that no
comparisons fail in the network, so the linear relationships
between symbols are unmodified. For a 2-to-1 node v, let e
be the input edge to v with e) € p,; i.e. it is the last edge
to hold the non-destination symbol terminating at v. Observe
that it will be enough to specify the linear relationships among
the symbols on {e} : v € V> 1} as well as the M edges in
Ein(D). These collectively form the Polytope Code equivalent
of a (M + |Va,1|, M — 2) MDS code. We must construct this
code so as to satisfy certain instances of (84), so that we
may apply Corollary 4 as necessary. The following Lemma
states the existence of a set of linear relationships among the
M + V1] variables with the required properties.
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Lemma 5: For each 2-to-1 node v, let Z(v) be the set of
edges e € &p(D) with tail(e) € p,. That is, the symbol on e,
just before being sent to the destination, was compared against
the non-destination symbol that terminates at v. (Note that any
edge e € &p(D) is contained in E(v) for some 2-to-1 node v.)
There exists a generator matrix K € ZM+V21IxM=2 yhere
each row is associated with an edge in {e} : v € V5 1}U&R(D)
such that for all 01,02 € V21 and all f1 € E(v1), f» € E(v2),
the constraints

(Xf, X Z) ~ (X, Xy, Z) (109)
Kes,» Koy, 2) ~ (Xez, Xz, 2) (110)
Xpi> Xeg ) ~ (X5 Xej ) (111)
X Xer)) ~ (X, Xez) (112)

imply
(ifl 4 }?fz’ }?e;‘l ’ ie;‘zz) ~ (Xfl ’ sz’ Xe;‘l ’ Xe;‘zz) (1 13)
where

Z=(X.:ceEaD)\{fi, S} (114)
4) Decoding Procedure: To decode, the destination first
compiles a list £ C V of which nodes may be the traitor.
It does this by taking all its available data: received comparison
bits from interior nodes as well as the symbols it has direct
access to, and determines whether it is possible for each node,
if it were the traitor, to have acted in a way to cause these data
to occur. If so, it adds this node to L. For each node i, let K;
be the linear transformation from the message vector W to the
symbols on the output edges of node i. With a slight abuse of
notation, regard Kp represent the symbols on the input edges
to D instead. For a set of nodes S C V, let Kp s be a basis
for the subspace spanned by Kp orthogonal to

ﬂ span(K;_ p).
JjeS

(115)

The destination decodes from Kp | W. If i is the traitor,
it must be that i € £, so

rank(Kp ) > M — dim ﬂ span(K ;) (116)
jes

> M — rank(K;) (117)

>M-2 (118)

where we used the fact that node i has at most two output
edges. Since Kp |, has rank at least M — 2, this is a large
enough space for the destination to decode the entire message.
The following Lemma allows us to conclude that all variables
in the subspace spanned by Kp | o are trustworthy.

Lemma 6: Consider any pair of nodes 7, j. Suppose i is the
traitor, and acts in a way such that j € £. Node i cannot have
corrupted any value in Kp,y; j;W. [ |

A. Proof of Lemma 2

Assume (V, E) satisfies 2-OUT and IN-OUT. We modify
the network to construct (V’, E") as follows. Consider an
a-to-bnode i € V. By IN-OUT, a > b and by 2-OUT, b < 2.
We replace i with a cascade of a —b 2-to-1 nodes followed by
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Fig. 11. An illustration of the transformation from a 4-to-2 node (above) to
an equivalent set of two 2-to-1 nodes and a 2-to-2 node (below).

a b-to-b node. This transformation is illustrated in Fig. 11.7
Denote the b-to-b node in the transformation i*. Doing so for
all nodes leaves the network with only 1-to-1 nodes, 2-to-2
nodes, and 2-to-1 nodes. After this process, for any 1-to-1
node not directly connected to both the source and destination,
the node and the two edges connected to it are replaced with
a single edge. For a 1-to-1 node directly connected to both the
source and destination, add an additional edge from the source
to the node, turning it into a 2-to-1 node. This completes
the construction of (V’, E’). Since (V’, E’) has only 2-to-2
and 2-to-1 nodes, it satisfies 2-IN. For any i € V, We define
T (@) C V' to be the set of nodes that i is transformed into,
as follows. If i is a-to-b with a > 2, let 7(i) be the set
containing cascade of 2-to-1 nodes as well as i*, as shown in
Fig. 11. If i is 1-to-1 and not connected to both the source
and destination, let 7 (i) contain the head of the edge that i is
replaced with. Otherwise, let 7 (i) contain the equivalent node
to i in (V/, E').

Next we show that the capacity of (V’, E’) is no higher than
that of (V, E). Note that for any i € V, any coding operations
performed by the node or nodes in 7 (i) can be accomplished
by i in (V, E). Additionally, the adversary taking control of
node i in (V, E) does exactly as much damage as the traitor
taking control of i* in (V’, E"), since i* controls all edges
sent to other nodes. This proves the capacity relationship.

Now we show that the cut-set bound for (V’, E') is the same
as that for (V, E). Let A be any cut on (V, E) with no back-
ward edges, and U C V with |U| = 2s. Define A’, U’ c V’
as follows:

A = U T(), (119)

iecA
TThis transformation is quite similar to the one used in [17] used to construct

equivalent networks for network coding problems that are “simple”: i.e. each
node is connected to at most 3 edges.
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U' = {i*:i e U}. (120)

The cut A’ also has no backward edges. The value of (1)
will be the same for A’, U’ as for A, U. Hence, the cut-
set bound for (V', E’) is no higher than that for (V, E).
To show the converse, we take A’ to be any cut on (V’, E')
with no backward edges, and U’ C V' with |U’| = 2s. Define
A,U C V as follows:

A={ieV:T@OHNA £0),
U:={ieV:TH)NU #0}.

(121)
(122)
The cut A also has no backward edges, and |U| < 2s. We need
to show that the value of (1) with A, U is no higher than that
with A’, U’. Evaluating (1) with A’, U’ gives

HG',j) e E i e AI\U', j' ¢ A} (123)

=D W@ Ve E i’ eTOHNA\U,j ¢ A'}| (124)

icA

DR eE i eT()NA,j ¢ A}
ieA\U

- >

i€cA\U,i*eA’

2

i€A\U,i*¢A’

v

(125)
HG',jHYeE :i'eTHNA,j ¢ A}
HG',jhYeE :i"eTi)NA,j ¢ A}

(126)

where (124) holds because if i’ € A’, then i’ € 7 (i) for some
i € A, and (125) holds because if i’ € 7(i) and 7(i) ¢ U,
then i’ ¢ U’. Bounding the first term in (126):

> NG HeE i eTONA,j ¢AY (127
ieA\U,i*eA’
= > HGjHeE:j gAY (128)
ieA\U,i*eA’
> > WG.j)HeE:j¢A) (129)
ieA\U,i*eA’
where

« (128) holds because if i* € A’, then 7 (i) C A’ because
A’ has no backward edges, so for an edge (i, j/) with
i"’eT@)NA,and j' ¢ A, j/ must not be in 7 (i). The
only node in 7 (i) that connects to nodes not in 7 (i) is
i*, so the only choice for i’ is i*.

e (129) holds because each edge (i*, j') € E’ corresponds
exactly to an edge (i, j) € E with j/ € T(j), and if
Jj & A, then j' ¢ A’ for all j/ € T(j).

Bounding the second term in (126):

> NG ) eE i eTG()NA,L [ ¢ A}l (130)
i€ A\U,i*¢A’
= > NG JHeE " eTONA,J €T\ A)
i€A\U,
i*¢A/
(131)
> D> &) (132)
i€A\U,i*¢ A’
= z |£out(i)| (133)

i€A\U,i*¢ A’
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G, j) e E:j¢ A} (134)

- >

icA\U,i*¢A’

where

o (131) holds because if i* ¢ A’, then any i’ € T (i) \ A’
cannot be i*, and so for any edge (i’, j), j’' € T (i),

o (132) holds because 7 (i) contains no edges with more
inputs than outputs, so any cut through 7 (i) has no fewer
forward edges than the number of output edges from
T (i), which is |Eque(i%)],

o (133) holds because Eoyi(i*) = Eout(i),

e (134) holds because if i* ¢ A’, then because A’ contains
no backward edges, all nodes downstream from i* are
not in A’, and so all nodes downstream from i in (V, E)
are not in A.

Applying (129) and (134) to (126) gives that the value of (1)
with V, U is no greater than that for V', U’. This completes
the proof that the cut-set bounds are identical.

Now we show that (V’, E’) satisfies PATHS if and only
if (V, E) satisfies PATHS. Suppose (V, E) satisfies PATHS.
Thus there is a set of paths p,; satisfying (3). We may
transform these paths into (V’/, E") so that if a path travels
through o, its transformed path travels trough the nodes in
7 (v) in an analogous way, and when a path p, ; terminates at
v, its transformed paths terminates at one of the 2-to-1 nodes
in 7 (v). These transformed paths have appropriate heads and
tails, and remain edge-independent. Moreover, the union of
sets on the right-hand side of (3) for the transformed paths
includes k* for each node k in p, ; other than the head and
tail. Note that for any (@ + 1)-to-a node v € V, I, C V is
equivalent to I’y C V', where v’ is the single 2-to-1 node in
T (v). Hence, for (V’, E"), the left-hand side of (3) contains
only nodes k* where k € Njy(D) or k € T, for some (a + 1)-
to-a node v. Thus the transformed paths satisfy (3) in (V’, E’),
so (V/, E’) satisfies PATHS.

Now we prove the converse: suppose (V', E’) satisfies
PATHS, and we show (V, E) satisfies PATHS. There is a set
of paths p, for each 2-to-1 node »" € V. We may transform
these paths into (V, E) so that if a path travels through a node
in 7(k) in (V, E), then its transformed paths travels through
k in (V, E). For each a-to-b node k € V, there are b — a
2-to-1 nodes in 7 (k), so there are b — a transformed paths
terminating at k, as required. The fact that (3) holds for these
transformed paths from similar arguments as above.

Finally, we must show that (V’, E’) satisfies PLANAR if
and only if (V, E) satisfies PLANAR. It is easy to see that
the transformation shown in Fig. 11 can be embedded in a
plane (as it is in the figure). Thus this transformation does not
change the planarity of the underlying graph.

B. Proof of Lemma 3
Initialize all other edges with ¢(e) = 0. We perform the fol-
lowing algorithm to set ¢ (e) to satisfy properties (A) and (B).
We refer to an edge e as labeled if ¢(e) # 0. We refer to a
node as labeled if any of its output edges are labeled.
1) For each 2-to-1 node v, set ¢(¢) = v for each edge
e € py.



3328

2) For any edge e such that there exists an ¢ €
Eout(head(e)) where ¢’ € p,, set ¢(e) = v. By PATHS,
the p, paths includes all nodes in Nj, (D), so any path
eventually reaches a labeled edge. Furthermore, the head
of any unlabeled edge cannot be in I', for any v, so it
can reach at least two 2-to-1 nodes.

3) Repeat the following until every edge other than those
connected directly to the destination is labeled. Consider
two cases:

o There is no 2-to-2 node not in Nin(D) with exactly
one labeled output edge: Pick an unlabeled node i.
Select any path of unlabeled edges out of i until
reaching a labeled node. Let v be the label of a
labeled output edge from this node. For all edges
e on the selected path, set ¢(e) = v. Observe
that every node on this path except the head was
previously an unlabeled 2-to-2 node, so after this
step all these nodes have exactly one labeled output
edge.

o There is a 2-t0-2 node i not in Ny, (D) with exactly
one labeled output edge: Let vy be the label on
the labeled output edge from i. Select any path
of unlabeled edges beginning with the unlabeled
output edge from i until reaching a node with an
output edge labeled v, with v» # wv1. This is
always possible because any unlabeled edge must
lead to at least two 2-to-1 nodes, including one other
than vj. For all edges e on the selected path, set
¢ (e) = vy. Observe that before this step, no node in
the path except the head had an output edge labeled
v2, because if it did, the path would have stopped
there. Hence, if after this step a node has 2 labeled
output edges, they have different labels (satisfying
property (B)).

Whenever the above algorithm sets ¢(¢) = v, either head
(¢) = v, or e is on a path all of whose edges are labeled
with v. Thus the final labeling satisfies property (A). Moreover,
whenever an edge e becomes labeled, if there was another
edge ¢’ with tail(e) = tail(e’), either ¢/ was unlabeled, or
¢(e) # ¢(e). Therefore, the final labeling also satisfies
property (B).

C. Proof of Lemma 4

Observe that for any 2-to-2 node, the two p values on the
input edges are identical to the two p values on the output
edges. For a 2-to-1 node, the p value on the output edge is
equal to the p value on one of the input edges. Therefore
beginning with any edge in Eyu(S), we may follow a path
along only edges with the same p value, and clearly we will
hit all such edges. Property (1) immediately follows.

Property (2) follows from the fact that 2-to-2 nodes always
operate such that from the symbols on the two output edges, it
is possible to decode the symbols on the input edges. Therefore
the destination can always reverse these transformations to
recover any earlier symbols sent in the network. The only
exception is 2-to-1 nodes, which drop one of their two input
symbols. The dropped symbol is a non-destination symbol,
so it is clear that the destination can always decode the rest.
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We now prove property (3). We claim that when the com-
parison fails at node k, it is impossible for the destination to
decode X ,. (Recall the assumption without loss of generality
that p(f1) < p(f2).) We may assume that the destination has
direct access to all symbols on edges immediately subsequent
to edges in A(v). This can only make X, easier to decode.
Recall that p(f1) < p(f2), so Xy, is forwarded directly on
the output edge of k not in A(v). Therefore the destination
can only decode X, if it can decode the symbol on the
output edge of k in A(v). Continuing to follow the path
through A (v), suppose we reach an edge e with tail(e) = k/,
where k' is a branch node. Let e be the other input edge
of k. Even if p(e;) < p(ez), meaning k' would normally
forward X,, outside of A(v), because e; carries a failed
comparison bit, k¥’ will instead forward X, outside of A(v).
Again, the destination can only decode Xy, (or equivalently
Xe,) if it can decode the symbol on the output edge of
k" in A(v). If we reach a node interacting with the non-
destination symbol associated with o, then because of the
failed comparison bit, the formerly non-destination symbol is
forwarded outside of A(v) and the symbol to decode continues
traveling through A(v). It will finally reach v, at which point
it is dropped. Therefore it is never forwarded out of A(v),
so the destination cannot recover it.

D. Proof of Lemma 5

From Corollary 4, it is enough to prove the existence of
a K matrix satisfying

zl |Kp.pozl |Kep  f1.2] |Key, ozl < 0. (135)

IKejl,elfz,

We construct a Vandermonde matrix K to satisfy (135) for all
01,02 and all fi, f> in the following way. We will construct
a bijective function (an ordering) a given by

a:fey, 0 € Vo }UNn(D) — M+ Vol (136)

For each v € V, 1, set a(e}) to an arbitrary but unique number
inl,...,[V2,1]. We may now refer to a 2-to-1 node as a~(a)
for an integer a € [|V2,1]]. Now set a(e) for e € &n(D) such
that, in a order, the edge set {e}f : v € Vs JUN (D) is written

e:—l(l)’ e;—l(z), R ] eZ_I(|V2,I|)’ E(a_1(|v2,l I))’
E@ (Vo1 = 1),..., @@ ()

That is, each E(v) set is consecutive in the ordering, but in
the opposite order as the associated non-destination edges e;'.
Now let K be the Vandermonde matrix with constants given
by a. That is, the row associated with edge e is given by

[1a(e) a(e)* - a(e)”]. (138)

We claim the matrix K given by (138) satisfies (135). Fix
v1, 02, and f; € Z(v1), f2 € E(v2). Due to the Vandermonde
structure of K, we can write the determinant of a square
submatrix in terms of the constants a(e). For instance,

(137)

(Kes ai, 2] = lale) = a(e;,)]

JTiete) = ate)liale) — ale),)]

eeZ

[T fae)—at)
e,e'eZ,
a(e)<al(e)

(139)
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where we have assumed without loss of generality that the
rows of Kz are ordered according to a. Expanding the
determinants in (135) as such gives

|Key ex,.zl 1K g1 o2l |Key 11zl |Kep .2

= la(e;)) — aley )la(f2) — a(fD)lla(f1) — ale;))]
fa(f2) — ale;,)] H[a(e) — a(e;‘l)]Z[a(e) — a(elfz)]z

ecZ
fale) — a(f)I*lae) — a(fi)1?
[T la@E)—a@er

e,e’€Zl,a(e)<al(e)

(140)

Recall f] € E(v1), f € E(v2). Since we chose a such that
the = sets are in opposite order to the edges e, we have

la(e),) — ale; )la(f2) —a(fi)] <O.

Moreover, since all the E sets have larger a values than the
edges e},

(141)

a(fi) —aley,) > 0,
a(f2) —ale,,) > 0.

Hence, there is exactly one negative term in (140), from which
we may conclude (135).

(142)
(143)

E. Proof of Lemma 6

The random vector W is distributed according to the type
of the message vector as it is produced as the source. We
formally introduce the random vector W representing the
message as it is transformed in the network. As in our
examples, this vector is distributed according to the joint
type of the sequences as they appear in the network, after
being corrupted by the adversary. For each edge e, we define
X, and X, similarly as random variables jointly distributed
with W and W respectively with distributions given by the
expected and corrupted joint types.

For every pair of nodes (i, j), we need to prove both of the
following:

If i is the traitor, and j € £, then i cannot corrupt
values in Kp,y; j;W.

If j is the traitor, and i € £, then j cannot corrupt
values in Kp,y; j;W.

(144)

(145)

First we show that each of these implies the other, so it will
be enough to prove just one. Suppose (144) holds. Therefore,
if the distribution observed by the destination of Kp |y, j}W
does not match that of Kp | y;, j}W, then at least one of i, j will
not be in L. If they both were in £, it would have had to be
possible for node i to be the traitor, make it appear as if node j
were the traitor, but also corrupt part of Kp1(; j}W. By (144),
this is impossible. Hence, if j is the traitor and i € £, then
the distribution of the Kp_(; j1¥p must remain uncorrupted.
This vector includes Kp, jW, a vector that can certainly not
be corrupted by node j. Since rank(Kp, j) > M —2, and there
are only M — 2 degrees of freedom, the only choice node j
has to ensure that the distribution of Kp_y j;W matches p is
to leave this entire vector uncorrupted. That is, (145) holds.
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Fix a pair (i, j). We proceed to prove either (144) or (145).
Doing so will require placing constraints on the actions of the
traitor imposed by comparisons that occur inside the network,
then applying one of Corollary 2-4 in Sec. VIII. Let K;
be a basis for the space orthogonal to K;. If node i is the
traitor, we have that K liVNV ~ K1;W. Moreover, since j € L,
Kpi jW) ~ Kp,1 jW. These two constraints are analogous to
(78) and (77) respectively, where the symbols on the output
of node i are analogous to X, X». The subspace of Kp
orthogonal to both K; and K ; corresponds to Z in the example.
We now seek pairwise constraints of the form (79)—(81) from
successful comparisons to apply Theorem 4.

Being able to apply Theorem 4 requires that Kp ; has rank
M — 2 for all j. Ensuring this has to do with the choices
for the coefficients y; 1, y; 2 used in (104). A rank deficiency
in Kpy; is a singular event, so it is not hard to see that
random choices for the y will cause this to occur with small
probability. Therefore such y exist.

We now discuss how pairwise constraints on the output
symbols of i or j are found. Consider the following cases
and sub-cases:

e I, j € Wy UWi: Suppose node i is the traitor. Let eg, ex
be the output edges of node i. For each [ = 1, 2, we look
for constraints on X,, by following the p = p(e;) path
until one of the following occurs:

— We reach an edge on the p = p(e;) path carrying
a symbol influenced by node j: This can only occur
immediately after a branch node k with input edges
fi, f2 where p(f1) = p(er), p(f2) < p(f1), and
Xy, is influenced by node j. At node k, a com-
parison occurs between X f1» which is influenced
by node i but not j, and X f,- If the comparison
succeeds, then this places a constraint on the dis-
tribution of (X fis X f,). If the comparison fails, the
forwarding pattern changes such that the p = p(e;)
path becomes a non-destination path; i.e. the value
placed on ¢; does not affect any variables available
at the destination. Hence, the subspace available at
the destination that is corruptible by node i is of
dimension at most one.

— We reach node j itself: In this situation, we make
use of the fact that we only need to prove that node
i cannot corrupt values available at the destination
that cannot also be influenced by node j. Consider
whether the p = p(e;) path, between i and j,
contains a branch node k with input edges fi, /2
such that p(f1) = p(e;) and p(f2) > p(f1). If there
is no such node, then X, cannot influence any
symbols seen by the destination that are not also
being influenced by j. Thatis, X, is in span(K;— pN
K p), so we do not have anything to prove. If there
is such a branch node k, then the output edge e of k
with p(e) = p(f>) contains a symbol influenced by i
and not j. We may now follow the p = p(e) path
from here to find a constraint on X,,. If a comparison
fails further along causing the forwarding pattern to
change such that the p = p(e) path does not reach
the destination, then the potential influence of X, on



a symbol seen by the destination not influenced by
node j is removed, so again we do not have anything
to prove.

— The p = p(e;) path leaves the network without either
of the above occurring: Immediately before leaving
the network, the symbol will be compared with a
non-destination symbol. This comparison must suc-
ceed, because j cannot influence the non-destination
symbol. This gives a constraint )?el.

We may classify the fates of the two symbols out of i as
discussed above as follows:

1) Either the forwarding pattern changes such that the
symbol does not reach the destination, or the symbol
is in span(K;—p N K;_ p), and so we do not need
to prove that it cannot be corrupted. Either way, we
may ignore this symbol.

2) The symbol leaves the network, immediately after
a successfully comparison with a non-destination
symbol.

3) The symbol is successfully compared with a symbol
influenced by node j. In particular, this symbol from
node j has a strictly smaller p value than p(e;).

We divide the situation based on which of the above cases
occur for [ = 1,2 as follows:

— Case 1 occurs for both [ = 1,2: We have nothing to
prove.

— Case 1 occurs for (without loss of generality) | = 1:
Either case 2 or 3 gives a successful comparison
involving a symbol influenced by }N(ei. Applying
Corollary 2 allows us to conclude that Xez‘ cannot
be corrupted.

— Case 2 occurs for both | = 1,2: If the two paths
reach different non-destination symbols, then we
may apply Lemma 5 to conclude that node i cannot
corrupt either )~(€1 nor )?62. Suppose, on the other
hand, that each path reaches the same non-destination
path, in particular the one associated with 2-to-1
node v. Since ¢(e1) # ¢ (e2), assume without loss of
generality that ¢(e;) # v. We may follow the path
starting from e through I'(v) to find an additional
constraint, after which we may apply Corollary 3.
All symbols on this path are influenced by Xer
This path eventually crosses the non-destination path
associated with o. If the symbol compared against
the non-destination symbol at this point is not influ-
enced by j, then the comparison succeeds, giving
an additional constraint. Otherwise, there are two
possibilities:

* The path through T'(v) reaches j: There must
be a branch node on the path to I'(v) before
reaching j such that the path from e; has the
smaller p value. If there were not, then case 1
would have occurred. Consider the most recent
such branch node k in I'(v) before reaching ;.
Let f1, f» be the input edges to k, where fi is
on the path from e;. We know p(f1) < p(f2).
The comparison at k must succeed. Moreover,
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this successful comparison comprises a substantial
constraint, because the only way the destination
can decode X , is through symbols influenced by
node ;.

* The path through T (v) does not reach j: Let k
be the first common node on the paths from
i and j through I'(v). Let fi, f> be the input
edges of k, where f] is on the path from i and f>
is on the path from j. If the comparison at k
succeeds, this provides a constraint. If it fails,
then the forwarding pattern changes such that the
p = p(f1) path becomes a non-destination path.
Since we are not in case 1, p(er) # p(f1), but a
symbol influenced by X,, is compared against a
symbol on the p = p(f]) path at a branch node
in I'(v). This comparison must succeed, providing
an additional constraint.

— Case 3 occurs for (without loss of generality) | = 1,
and either case 2 or 3 occurs for | = 2: We now
suppose instead that node j is the traitor. That is,
we will prove (145) instead of (144). Recall that a
successful comparison occurs at a branch node k with
input edges fi, f> where X £ is influenced by )Nfel,
f(fz is influenced by node j, and p(f2) < p(f1). Let
e/, ¢/, be the output edges of node j, and suppose that
p(e}) = p(f2); i.e. the symbol X , is influenced by
X The success of the comparison gives a constraint

on )~(e/1. Since p(f2) < p(f1), we may continue
to follow the p = p(f>) path from node k, and it
continues to be not influenced by node i. As above,
we may find an additional constraint on X, by
following this p path until reaching a non-destination
symbol or reaching another significant branch node.
Furthermore, we may find a constraint on )?e/z in
a similar fashion. This gives three constraints on
f(e/l , f(e/z, enough to apply Corollary 3, and conclude
that node j cannot corrupt its output symbols.

o i € W3UV 1 \ Nin(D), j € W1 UWs: Assume node i

is the traitor. If i € 1, 1 with single output edge e such
that e € p, for some v, then node i controls no symbols
received at the destination and we have nothing to prove.
Otherwise, it controls just one symbol received at the
destination, so any single constraint on node i is enough.
If i is 2-to-1, let ¢’ be its output edge; if i is 2-to-2 and
in Wi, let ¢’ be its output edge such that ¢’ is not in p,
for any v. Since we assume i ¢ Nj,(D), the p = p(e')
path is guaranteed to cross a non-destination path after
node i. As above, follow the p = p(e’) path until reaching
a branch node k at which the symbol is combined with
one influenced by node j. If the comparison at node k
succeeds, it gives a constraint on X, . If the comparison
fails, then the forwarding pattern will change such that
the p = p(e’) path will fail to reach the destination,
so we’re done.

i € WiUWs,j € Nin(D): Assume node i is the
traitor. By construction, since one output edge of j
goes directly into the destination, the other must be
on a non-destination path. Hence, j only controls one
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symbol at the destination, so we again need to place only
one constraint on node i. Let e € &y (i) be such that
P(e) # P(e) forall ' € Eque(j). This is always possible,
since the two output edges of i have different ¢ values,
and since one output edge of j goes directly to the
destination, only one of the output edges of j has a
¢ value. Let v = ¢(e). Follow the path from e through
A(v) until reaching the non-destination symbol at node &
with input edges fi, f>. Assume X £ is influenced by X e
and X, is a non-destination symbol. The comparison
between these two symbols must succeed, because node j
cannot influence either X; or Xj,. This places the
necessary constraint on X,.

e i,j € W3 UV, : Nodes i, j each control at most one
symbol available at the destination, so either one, in order
to make it appear as if the other could be the traitor,
cannot corrupt anything.

FE. Proof of Achievability of M — 4 and M — 3

Now we prove statement (1) of Theorem 3, that rate M — 4
is always achievable if the network satisfies IN-OUT and
2-OUT. The source generates M symbols from an (M, M —4)
MDS code. (Any MDS code will do, including a linear one.)
These M symbols are routed along M edge-independent paths
from source to destination. These paths exist since the max-
flow is M. Since no node has more than 2 output edges, no
traitor could affect more than 2 of the symbols. A (M, M —4)
MDS code can correct any 2 errors, so the destination can
always decode.

We now briefly sketch the proof of statement (2) of Theo-
rem 3, that rate M — 3 is achievable if the cut-set bound is at
least M — 3. The proof is far less complicated than the proof
for the M — 2 case, but it makes use of many of the same
ingredients. First use Lemma 2 to transform the network into
one satisfying 2-IN. Then use the cut-set bound to conclude
that the set of 2-to-2 nodes that cannot reach any 2-to-1
node forms a path. (This is most easily seen using Lemma 7
in Appendix XII, a consequence of the cut-set bound.) For
each 2-to-1 node v, set p, to an arbitrary path satisfying
tail(p,) = S and head(p,) = v. Next perform a similar edge
labeling as in Lemma 3, defining label function:

¢ : E\ En(D) — Vo U{null}. (146)

That is, some edge labels may be null. Property (A) from
Lemma 3 must hold, but property (B) is replaced with

B’ For every 2-to-2 node that can reach at least one
2-to-1 node, at least one of its output edges must
have a non-null label.

Internal nodes operate in the same way based on the edge
labels as above, where symbols are always forwarded along
edges with null labels. The decoding process is the same.
Proving an analogous version of Lemma 6 requires only
finding a single constraint on i or j, and then applying
Corollary 2. This is always possible since by property (B’),
either i or j is guaranteed to have a label on an output edge,
unless they are both in the single path with no reachable 2-to-1
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nodes, in which case they influence the same symbol reaching
the destination.

X. RELATIONSHIP BETWEEN POLYTOPE
CODES AND LINEAR CODES

In this section we show that linear codes can usually be
converted into Polytope Codes with no change in rate. Since
Polytope Codes require large values of the blocklength n and
the polytope size k, there would be little reason in practice to
do this, but we provide the results to give further insights into
the nature of Polytope Codes. First we prove a proposition
on the rates achieved by linear codes with adversaries. Then
we construct a sub-class of Polytope Codes that are similar to
traditional linear codes, and prove an equivalent proposition
about this class. Finally we comment on these results.

A. Rate of Linear Codes

Consider a linear code over a finite field IF where each edge
holds a value on F for some blocklength n. Let w € FR be
the message for rate R. For each edge e, we denote the value
sent along e by x, € F. We define a linear code by

« for each edge e € Eui(S), an encoding operator

FlXR

K. e (147)

« and for each pair of edges e, f with head(e) = tail(f),
a coding operator

K..s€PF. (148)

The encoding operation at the source is done by setting
Xxe = K_.w for each e € &y (s). Then, for each internal
node i, if i is honest, it transmits for each f € (i)

Xf= Z Kes rxe.
e€&in (i)

(149)

These operators do not specify the decoding at the destination,
but Proposition 3, stated below, gives the maximum achievable
rate for any linear code with a given set of coefficients
K_.¢, Ke—s y. We then proceed to show a similar result for
Polytope Codes.

Before stating the proposition, we make the following
definitions. For a subset of edges FF C E, let xr be the
vector of all values set along edges in F. For each node i,
let x; := xg,,.(). and let y; := xg, ;). In particular, xg is the
vector of values sent from the source, and yp is the vector of
values received at the destination. Let K_, g be the vector of

K_,. for all e € Egy(S). For a path p with edges (e1, ..., er),
let
L—1
Kp =[] Keerr- (150)

=1
For any edges two edges ¢ and f with head(e) # tail(f),

define
>

paths p with tail(p)=e,head(p)=f

Kesf = Kp. (151)

For sets of edges F|, F; C E, let Kp, .y, € FI2XIFil pe 3
matrix with (Kr, )7, = Kf— f,. For notational conve-
nience, for nodes i, j, also define K;— ; := K¢, ()— & () and
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for F C E, Kp—j := Kr_¢g,(j)- Note that if all nodes are
honest

yp = KspK_sw. (152)

It follows that with no traitors, the message can be decoded
without error at the destination if and only if R <
rank(Ks_, p K 5). The following Proposition generalizes this
fact to the adversary problem.

Proposition 3: Fix F C 2F. Suppose the adversary may
control any set of links F € F.8 For a linear code given by
coding operators (K. : e € Eu(S)) and (K. ¢ : head(e) =
tail(f)), the message can be decoded reliably if and only if

R < min rank([Ks—pK_-s Kr,—~p Kr,—Dpl)

F|,FoeF
—rank(([Kr,—~p Kr,—D])- (153)
Proof: 1f the adversary controls the links in F € F, then
the values received by the destination are

yop=KspK_.sw+ Kr_pzp (154)

where zr € FIF| is the difference between what the adversary
sends on its controlled links and what it would have been sent
on those links with no adversary.

First we assume a decoder that can decode the message
reliably, and we show (153) holds. Let F, F, C F be
minimizers in (153). Let G be a matrix whose columns form a
basis for the subspace of span(Ks—.pK_.s) that is orthogonal
to span([Kr,—p KFr,—pl). Hence G has full column rank,
and

rank(G) = rank([Ks—.pK—s Kr,—~p Kr,—Dpl)

—rank([Kr,p Kr,—pl). (155)
We need to prove that R < rank(G). Moreover,
span(Ks—.pK_.s) C span([G Kr,.p Kr,—>pl). (156)
Therefore there exists matrices Hi, Hp, H3 such that
Ks-pK s =GH\+ Kp~pH, + Kp,—~pH3.  (157)

Suppose by contradiction that (153) does not hold; i.e.
R > rank(G). Over all messages w € FR, GHw can take
on at most |F|™%(%) values, so there must be two messages
w1, wy such that GHiw; = GHjw;. If the message is wi,
the set of adversarial edges is F1, and zp, = Ha(wy — wy),
then by (154) and (157)

yp = (GH\ + Kp,~pHy + K, pH3) w)
+KFr—pHa(wy — wr) (158)
= GHyw1 + Kr,pHywy + Kp,—-pH3w1. (159)

If the message is wy, the set of adversarial edges is F>, and
ZF, = H>(w2 — w1), then precisely the same yp appears.
Therefore the destination cannot distinguish w; from w;, and
no matter what it does it will make an error on one of them.

Now we prove that there exists a reliable decoder if (153)
holds. This decoder is as follows: given yp, find the unique
w e FR, F e F, and zr e FIFl such that (154) holds. An

8This is the most general adversary problem. Particularizing it to any set
of s nodes requires setting F = { Uls-:l Eout () 101, ...,05 € V\{S, D}}.
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error will only occur if there is no unique w satisfying (154).
That is, for two messages w; # wy, two potential adversary
locations Fi, F, € F (we allow F; = F;), and two traitor
actions z gy, ZF,

KS%DK%SU)I‘FKF]HDZF] :KS%DK%SU)Z‘FKFz%DZFr

(160)
Using the same decomposition as in (157), we have
GH(wi — w2) + K~ p(Ha(wy — w2) + z5,)
+Kpyp(H3(w1 —w2) —zr,) = 0. (161)

Since the columns of G are orthogonal to the columns of
[KF,—p KF,—p], this implies

GHi(w; — wy) = 0. (162)

However by construction rank(G H1) = rank(G) > R. Hence
(162) cannot hold if w; # w>. [ |

B. Rate of Linear-Like Polytope Codes

We construct a Polytope Code in a manner analogous to the
finite field linear code discussed above. Unlike the Polytope
Codes in Sec. VI, VII, and IX, this code involves no com-
parisons, and hence no changes in internal node behavior or
decoding strategy based on these comparisons. This essentially
gives up the major advantage of Polytope Codes, but we do
this only to show that Polytope Codes can impersonate linear
codes in most cases. Given a message dimension r,° coding
operations are given by

« for each edge e € &y (S), an encoding operator
K o,z (163)

o and for each pair of edges e, f with head(e) = tail(f),
a coding operator

Kesp el (164)

We define random variables X, € {—k, ..., k} for each edge ¢

and message variable W € {—k, ..., k}" to be uniform over
the polytope given by

X, =K. W fore e Eul(S) (165)

Xp= D KespX, forieV\(S,D}, f € Euli).
e€Einli)

(166)

As described in Sec. VIII, we fix a blocklength n, and then
each element of the type class given by this distribution is
associated with a message. Each edge holds a sequence in
{—k, ..., k}" taken from the appropriate element of the type
class. Define matrices K_.g5 € ZIEouS)xr anq Kr; €
Z1EnDIXIFl for F c E and j € V analogously to those above.
The following proposition gives the rate for the Polytope Code.

Proposition 4: Fix F C 2F. Suppose the adversary may
control any set of links ' € F. For a Polytope Code given by

We distinguish between the rate R and the dimension r of the message
vector. For a finite field code, these are identical, but for a Polytope Code,
we can only achieve rate r for large blocklength n and polytope size k.
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coding operators (K. : e € Eue(S)) and (K. ¢ : head(e) =

tail(f)), for any € > 0, there exist sufficiently large n and k

such that the rate satisfies R > r — €. The message can be
decoded reliably if and only if

r < min rank([Ks—pK_s Kr,~p Kr,—pl)
F1,FheF

—rank([Kr,—p Kr,—D]). (167)

Proof: Using Proposition 1 and the fact that the type class

is close to 2" W) for sufficiently large n gives that the code

achieves rate r — €. The reliability condition (167) follows

from an identical argument as Proposition 3. ]

C. Remarks on Propositions 3 and 4

The conditions (153) and (167) are identical except that
in (153) the matrices are over the finite field F, and in
(167) the matrices are over the integers. Hence, whether
a Polytope Code can perform as well as a given linear
code depends on whether there exists integer-valued matrices
with the same rank as certain F-valued matrices. This is a
difficult question to answer in general, but we provide some
commentary.

Suppose for now that F has prime order g (i.e. arith-
metic over F is simply modulo ¢), and consider a matrix
A with values in F. Let A be any integer-valued matrix
such that A; ; is congruent to A; ; modulo g. We claim that
rank(A) > rank(A). Let S be a maximal set of linearly
independent columns of A; hence |S| = rank(A). Let Ag
be the matrix composed of these columns, and Agc be the
matrix composed of the remaining columns. (Let As and Age
denote the associated columns from A.) The columns of
Age are linearly dependent on the columns of Ag; i.e. there
exists an integer-valued matrix G and an integer # such that
Asc = AsGo~!'. If we take G to be F-valued where Gij is
é,-, j modulo ¢, and v to be © modulo g, then

Ascv — AsG = (Aged — AsG mod ¢) = (0 mod ¢) = 0.
(168)

Hence Age = AsFo~!, so there are at most |S| = rank(A)
linearly independent columns of A.
Now suppose F has order ¢g? for prime ¢ and d > 1. Such
a field is defined by an d — Ist-order polynomial p(z) over
the variable z. Elements of the field are given by d — 1st-order
polynomials, and arithmetic on FF is described by the relations
g = 0 and z¢ + p(z) = 0. The most straightforward way to
convert a linear code over F into a Polytope Code is to take
polytopes not over the integers but over the ring Z[a] (i.e. the
ring composed of the integers and real number o, and closed
under addition and multiplication), where o is a real number
satisfying a” + p(a) = 0. In particular, we can replace (34)
with a polytope of the form
(x=cotcia+-+ecg10¢7 : Fx=0,¢; € Z",
lcilloo <k fori =0,...,d —1}. (169)

No basic properties of the Polytope Code change: since this
set is contained in R™, Theorem 4 applies. Given an F-valued
matrix A, let A be any Z[a]-valued matrix such that if

Aij =co+ciz+emt 4. e (170)
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where the coefficients ¢; are elements of the field of order ¢,
then

Ajj=7¢Co+Cla + G0+ .+ Gy (171)

where ¢; is congruent to ¢; modulo g. A similar argument as
above can be used to show that rank(A) > rank(A).

The above analysis shows that given a finite field code
defined by coding operators K., K., y, we may construct a
Polytope Code defined by K_.., K,_. 7 using the transforma-
tion described above, and each rank in (167) will not decrease
relative to (153). However, since the second terms in (153) and
(167) are negative, it is possible that the resulting Polytope
Code rate from (167) will be strictly less than the linear code
rate from (153). For the no-adversary problem, the negative
term vanishes, and so in that setting a Polytope Code always
does at least as well as a linear code. In fact, it is conceivable
that there are multi-source no-adversary problems for which
Polytope Codes outperform linear codes. However, we believe
that in many useful cases, the above transformations give
rank(A) = rank(A). Indeed, rank(A) > rank(A) is an event
associated with finite fields of small order, while typically
linear network codes require field orders above a certain
threshold to achieve high rates. In this more generic scenario
where the transformation does not alter any rank, the rate
achieved by the Polytope Code is identical to that of the linear
code, with or without adversaries.

XI. LOOSENESS OF THE CUT-SET BOUND

So far, the only available upper bound on achievable rates
has been the cut-set bound. We have conjectured that for planar
graphs this bound is tight, but that still leaves open the question
of whether there is a tighter upper bound for non-planar
graphs. It was conjectured in [10] that there is such a tighter
bound, and here we prove this conjecture to be true. We do this
in two parts. First, consider the problem that the traitor nodes
are constrained to be only from a certain subset of nodes. That
is, a special subset of nodes are designated as potential traitors,
and the code need only guard against adversarial control of
any s of those nodes. We refer to this as the limited-node
problem.!? Certainly the limited-node problem subsumes the
all-node problem, since we may simply take the set of potential
traitors to be all nodes. Furthermore, it subsumes the unequal-
edges problem studied in [10], because given an instance of the
unequal-edge problem, an equivalent all-node problem can be
constructed as follows: create a new network with every edge
replaced by a pair of edges of equal capacity with a node
between them. Then limit the traitors to be only these interior
nodes.

We will show in Section XI-A that the all-node problem
actually subsumes the limited-node problem, and therefore
also the unequal-edge problem. Then in Section XI-B we
give an example of a limited-node network for which there
is an active upper bound on capacity other than the cut-set.
This proves that, even for the all-node problem, the cut-set
bound is not tight in general. Transforming the example in

10We studied an instance of the limited-node problem on the Caterpillar
network in Sec. VL.
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Fig. 12. The Ant network. Its capacity is strictly less than the cut-set bound.
The limited-node network is shown above, and the equivalent all-node problem
with 3 copies is shown below.

Section XI-B into an unequal-edge problem is not hard; this
therefore confirms the conjecture in [10].

A. Equivalence of Limited-Node and All-Node

Let (V, E) be a network under a limited-node adversarial
attack, where there may be at most s traitors constrained to be
in U C V, and let C be its capacity. We construct a sequence
of all-node problems, such that finding the capacity of these
problems is enough to find that of the original limited-node
problem. Let (VM) EM)Y) be a network as follows. First
make M copies of (V, E). That is, for each i € V, put
iDL i into VM| and for each edge (i, j) € E, put
@D, ;O @M, ;M) into EM) | Then, for each i € U,
merge iV, ... i®™ into a single node i*, transferring all
edges that were previously connected to any of i), ... (M)
to i*. Let C™) be the all-node capacity of (VM) EM)Y with
s traitors. This construction is illustrated in Fig. 12, where we
show a limited-node network (V, E) and the all-node network
(VM) EM)y with M = 3. For large M, the all-node problem
will be such that for any i ¢ U, the adversary has no reason to
control one of the respective nodes because it commands such
a small fraction of the information flow through the network.
That is, we may assume that the traitors will only ever be
nodes in U. This is stated explicitly in the following theorem.

Theorem 5: For any M, C™) is related to C by

cM,

1
MC(M) <C< (172)

M — 2s
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Moreover,

1
C= lim —Cc®™

173
M—oco M ( )

and if C™) can be computed to arbitrary precision for any M
in finite time, then so can C.

Proof: We first show that ﬁC(M) < C. Take any code
on (VM) EM)y achieving rate R when any s nodes may be
traitors. We use this to construct a code on (V, E), achieving
rate R/M when any s nodes in U may be traitors. We do
this by first increasing the blocklength by a factor of M, but
maintaining the same number of messages, thereby reducing
the achieved rate by a factor of M. Now, since each edge
in (V, E) corresponds to M edges in (V™) EM) we may
place every value transmitted on an edge in the (VM) E(M))
code to be transmitted on the equivalent edge in the (V, E)
code. That is, all functions executed by i(l), . ,i(M) are
now executed by i. The original code could certainly handle
any s traitor nodes in U. Hence the new code can handle
any s nodes in U, since the actions performed by these nodes
have not changed from (V™) EM)) to (V, E). Therefore, the
new code on (V, E) achieves rate R/M for the limited-node
problem.

Now we show that C < M+23C (M) Take any code
on (V, E) achieving rate R. We will construct a code on
(VD EM)Y achieving rate (M — 2s)R. This direction is
slightly more difficult because the new code needs to handle
a greater variety of traitors. The code on (V) EM)) jg
composed of an outer code and M copies of the (V, E) code
running in parallel. The outer code is an (M, M — 2s) MDS
code with coded output values w1, ..., wy. These values form
the messages for the inner codes. Since we use an MDS code,
if wy, ..., wy are reconstructed at the destination such that no
more than s are corrupted, the errors can be entirely corrected.
The jth copy of the (V, E) code is performed by i* fori € U,
and by i) for i ¢ U. That is, nodes in U are each involved in
all M copies of the code, while nodes not in U are involved
in only one. Because the (V, E) code is assumed to defeat
any attack on only nodes in U, if for some j, no nodes i)
for i ¢ U are traitors, then the message w; will be recovered
correctly at the destination. Therefore, one of the w; could be
corrupted only if i) is a traitor for some i ¢ U. Since there
are at most s traitors, at most s of the wiy, ..., wy will be
corrupted, so the outer code corrects the errors.

From (172), (173) is immediate. We can easily identify M
large enough to compute C to any desired precision. [ ]

The significance of Theorem 5 is that if we could calculate
the capacity of any all-node problem, we could use (172) to
calculate the capacity of any limited-node problem.!'! Further-
more, it is easy to see that for large M the cut-set bound of
(V) EM)y s simply M times the cut-set bound of (V, E).
Hence a limited-node example with capacity less than the cut-
set bound—such as the one in Section XI-B—leads directly
to an all-node example with capacity less than the cut-set
bound.

1y [18], which studied the eavesdropping problem, a similar construction
was used to convert a problem with restricted wiretap sets into one with
nonuniform wiretap sets, by splitting a link into several parallel links each
with smaller capacity.
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B. Capacity Less Than Cut-Set: The Ant Network

Consider the Ant network shown in Figure 12. There is at
most one traitor, but it may only be one of nodes 1-4. The
cut-set bound is easily seen to be 2, but in fact the capacity
is 1.5.12

Proposition 5: The capacity of the Ant network is no more
than 1.5.

Proof: Suppose we are given a code achieving rate R
for the Ant network. For i =1, 2, 3,4, let X; be the random
variable representing the value on the output edge of node i.
Let Y be the value on edge (9, D) and let Z be the value on
(10, D). Let p be the honest distribution on these variables,
and define the following alternative distributions:

(174)
(175)

g3 := p(x1x2x4) p(x3) p(y|x1x2%3) p(2]X3%4),
qa = p(x1x2x3) p(x4) p(y|x1x2X3) p(2|x3X4).

Suppose node 3 is the traitor. It may generate a completely
independent version of X3 according to p(x3), and send it
along edge (3, 7). All other nodes behave honestly, so this
action results in the distribution g3. In order for the desti-
nation to decode successfully, information about the message
must get through from the honest edges at the start of the
network, X, X, X4, to what is received at the destination,

Y, Z. Hence
nR < 1,,(X1X2X4;YZ) (176)

where n is the blocklength (i.e. each edge carries a value in
[2""]). We apply standard information-theoretic relations to find

nR < I,(X1X2X4; Z) 4+ 1, (X1 X2X4; Y|Z)  (177)
< 13(X4; Z) + 1(X1X2: Z|Xg) + 1 (178)
=1,,(X4; Z) +n (179)

where in (178) we have used that the capacity of (9, D) is 1,
and in (179) that X1 X, — X4 — Z is a Markov chain according
to ¢g3. Using a similar argument in which node 4 is the traitor
and it acts in a way to produce g4, we may write

R < 1,,(X3: Z) +n. (180)

Note that
q3(x3x42) = qa(x3x42). (181)

In particular, the mutual informations in (179) and (180)
can both be written with respect to the same distribution.
Therefore,

2nR < Iy;(X4; Z) + 14,(X3; Z) + 2n (182)
= I,,(X3X4; Z) + Iy (X3; Xa) — Iy (X3; X41Z) + 20

(183)

< 1;;(X3X4;Z2)+2n (184)

< 3n (185)

where (184) follows from the positivity of conditional mutual
information and that X3, X4 are independent according to
g3, and (185) follows because the capacity of (10, D) is 1.
It follows from (185) that R < 1.5. [ |

12we only prove the converse for this example. Achievability is left as an
exercise for the reader.
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The key property of the attack considered in the proof of
Proposition 5 is (181): that the two distributions representing
the two possible situations were equal, so it is impossible to
determine at node 10 whether node 3 or 4 is the traitor. This
condition is analogous to the notion of symmetrizability for the
arbitrarily varying channel [19]. A channel is symmetrizable
if there exists a distribution on the channel state that makes
two different channel inputs indistinguishable, and hence it is
impossible to decode with high probability. This is precisely
the condition in (181).

Observe that all inequalities used in Proposition 5 were
so-called Shannon-type information inequalities (i.e. based on
the submodularity of entropy). For the no-adversary problem,
there is a straightforward procedure to write down all the
Shannon-type inequalities relevant to a particular network
coding problem, which in principle can be used to find an
upper bound [20]. This upper bound is more general than any
cut-set upper bound, and in some multi-source problems—for
example in [21]—it yields a tighter bound than any cut-set
bound. The Ant network illustrates that a similar phenomenon
occurs in the adversarial problem even for unicast. As the
adversary problem seems to have much in common with the
multi-source no-adversary problem, it would be worthwhile
to formulate the tightest possible upper bound using only
Shannon-type inequalities. However, it is yet unclear what
the “complete” list of Shannon type inequalities would be for
the adversary problem. The above argument demonstrates one
method of finding them, but whether there are fundamentally
different methods to find inequalities that could still be called
Shannon-type, or even how to compile all inequalities using
this method, is unclear. Moreover, it was shown in [22]
that in the no-adversary problem, there can be active non-
Shannon-type inequalities. It is therefore conceivable that with
adversaries, non-Shannon-type inequalities could be relevant
even for a single source.

XII. CONCLUSION

The main contribution of this paper has been to introduce
the theory of Polytope Codes. As far as we know, they are the
best known coding strategy to defeat generalized adversary
attacks on network coding. However, it remains difficult to
calculate the best possible rate they can achieve for a given
network. We have proved that they achieve the cut-set bound,
and hence the capacity, for some networks, including a class
of planar networks, and we conjecture that this holds for
all planar networks. One would obviously hope to find the
capacity of all networks. We have shown that achieving the
cut-set bound is not always possible, meaning there remains
significant work to do on upper bounds as well as achievable
schemes. Whether Polytope Codes can achieve capacity on all
networks remains an important open question.

APPENDIX A
PROOF OF BOUND ON LINEAR CAPACITY
FOR THE COCKROACH NETWORK

We show that no linear code for the Cockroach network
can achieve a rate higher than 4/3. Fix any linear code: in the
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notation of Sec. X, this means fixing K_,, for e € Eyu(S)
and K., s for head(e) = tail(f). While Proposition 3 applies
to scalar linear codes—that is, each edge holds a value from
a finite field F—it is easy to generalize it to vector linear
codes, in which each edge holds a value from the finite
vector field F". We simply reinterpret (153) where each linear
operator acts on F" instead of IF. Then particularizing (153)
to the case of a single traitor node gives

nR < min rank([Ks—pK_s Ki~p K;j—pl)
i,jeV\S,D

—rank([K;—p K;-pl). (186)

We may loosen (186) to

nR < min rank([Ks—p Ki~p K;j-p])
i,jeV\S,D

—rank([K;—p Ki_pl. (187)
Define k; to be the dimension of the subspace of

span(K(1,4)—4,p)) orthogonal to span(K( 4)—@4,p)), and
vice versa for ky. That is,

ki := rank([K(1,4)-@4,0) K2,4—@4,D)])

—rank(K(2,4)—4,p)), (188)
ky := rank([K(1,4)-@4,0) K2,4)-4,D)])

—rank(K(1,4)—@,p)). (189)

Note that k1 + kp < n. Similarly define

Iy == rank([K(2,5)-(5,0) K@3,5—(5,0)])

—rank(K3 5)-5,0)), (190)
I :=rank([K(2,5)-5,0) K3,5)—(5,0)])

— rank(K(z,s)_)(S,D)). (191)

Also I 4+ I < n. Particularizing (187) with i =2 and j =3
gives
nR frank([KS%D Kisp Kz%D])_rank([KlﬁD KZ%D]))
< rank(Ks—(1,p)) + rank([K(1,4)-4,0) K2,4)-,0)1)
—rank(K 2,4)— 4,0))
<n+4ki (192)
A similar analysis with i = 1 and j = 2 gives
nR <l +n. (193)
Finally, setting i = 1 and j = 3 gives
nR frank([KS%D Ki.p K3~>D]) _rank([KlﬁD K3%D])
<rank([K(1,4—@,0) K2,4)~@,p)) — rank(K(1,4)-,p))
+rank([K 2,5)—(5,0) K(3,5—(5,0)1) —rank(K 3,5 (5,0))

=ky+1. (194)
Summing (192), (193), and (194) gives
3nR <2n+ (k1 + ko) + ({1 + 1) < 4n. (195)

Hence R < 4/3.
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Fig. 13. The Beetle Network. All edges have unit-capacity except the dashed
edge, which has zero capacity.

APPENDIX B
ILLUSTRATING THE EFFECT OF A BACKWARD
EDGE: THE BEETLE NETWORK

The Beetle Network, shown in Figure 13, has two interesting
properties in the presence of one traitor node. First, there is
a cut with a backwards edge for which the value of the right
hand side of (1) is strictly less than capacity. This illustrates
the need for the condition in Theorem 1 that the cut has
no backward edges. Second, the Beetle Network has a zero
capacity edge'® with a positive effect on the capacity. That is,
the capacity of this network is 1, but if the zero-capacity edge
(4, D) were removed, then the capacity would drop to 0, as
can easily be verified by Theorem 1. The reason for this is that,
as we have seen, comparison operations can increase capacity,
so we can use the zero-capacity edge to hold a comparison bit.

We may apply Theorem 1 with A = {§,1,2,3,4} and
T = {1, 2} to conclude that the capacity is no more than 1. We
will shortly present a code to achieve rate 1. Now consider the
cut A = {S, 1,2, 4}. For this cut (3, 4) is a backwards edge, so
we cannot apply Theorem 1. Note that if we set T = {1, 2},
the right hand side of (1) would evaluate to 0, strictly less
than capacity.

We now present a simple linear code with a comparison for
the Beetle Network achieving rate 1. Each unit-capacity edge
carries a copy of the message w. That is, the source sends w
along all three of its output links, and nodes 1, 2, and 3 each
receive one copy of w and forward it along all of their output
links. Node 4 receives a copy of w from the source and and one
from node 3. It compares them and sends to the destination
one of the symbols = or # depending on whether the two
copies agreed. Because w may be a vector of arbitrary length,
sending this single bit along edge (4, D) takes arbitrarily little
rate, so we do not exceed the edge capacity.

The decoding procedure is as follows. Let w1, wy, and w3
be the values of w received at the destination from nodes 1, 2,
and 3 respectively. There are two cases:

1) wy # w3 or node 4 sends #. Then the destination
decodes from w;j.

13A zero capacity edge is one with arbitrarily small capacity. Although
elsewhere we have assumed all edges have unit capacity, here it is more
convenient to consider an edge with zero capacity. It is equivalent to replace
the zero capacity edge with a unit-capacity edge, and replace all other edges
with an arbitrary number of parallel unit-capacity edges.
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2) wr» = w3 and node 4 sends =. Then the destination
decodes from w;.

Now we show that the destination never makes an error.
In case (1), the traitor can only by node 2, 3, or 4. Hence w; is
trustworthy. Now consider case (2). Certainly if the traitor is
either node 1 or 4, then wy = w3 = w. If the traitor is node 3,
then wy, = w, so we still decode correctly. If the traitor is
node 2, then it must send the same value of w to both the
destination and node 3, because node 3 simply forwards its
copy to the destination, and we know wy = w3. Furthermore,
this value of w must be the true one, because otherwise node 4
would observe that the copy sent along edge (3, 4) is different
from that sent from the source, so it would transmit # to the
destination. Since it did not, node 2 cannot have altered any
of its output values. Therefore the destination always decodes
correctly.

APPENDIX C
TIGHTER CUT-SET UPPER BOUND

Theorem 6: Consider a cut A € V with § € A and
D ¢ A. Let E4 be the set of edges that cross the cut. For
two not necessarily disjoint sets of possible traitors 77, 7>, let
E| and E» be the subset of edges in E 4 that originate at nodes
in 77 and T, respectively. Let E be the set of edgesin E1NE,
in addition to all edges e € E1 U E» for which there is no path
that flows through e followed by any edge in E4\ E1\ E2. The
following upper bound holds on the capacity of the network:

C< z Ce.

eeEA\E
Proof: Suppose (1) were not true for some A, T, and T5.

Then there would exist a code achieving a rate R such that

(196)

(197)

We will consider two possibilities, one when 7 are the traitors
and they alter the values on E1 N E , and one when 7T, are the
traitors and they alter the values on EoN E. We will show that
by (197), it is possible for the traitors to act in such a way that
even though the messages at the source are different, all values
sent across the cut are the same; therefore the destination will
not be able to distinguish all messages. Note that traitors in
T1 or T, will only corrupt values on edges in E ; that is, those
edges controlled by either set of traitors, or those that could
not influence E4 \ E; \ E».

Fix a value z representing one possible set of values that
may be placed on the edges E1 N E;. By definition, no edges
in E \ (E1 N E,) are upstream of edges in E4 \ E. Since the
traitors act honestly on all edges not in E , given z, the values
on E4\ E are a function of the message, so by (197), there
exist two messages w, and wp that cannot be distinguished
just from E 4\ E. Call y the set of values on these edges under
Wq OF Wp.

Choose a coding order on the edges in E\ (E| N E,) written
as

(1,12, ..., lk) (198)
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where K = |E \ (E; N Ey)|, such that if there is a path
through /; followed by [;, then i < j. Observe that E \(E1N
E») can be divided into E \ E> and E \ E1, and therefore the
order in (198) must alternate between edges in the two sets.
Maintaining the order in (198), we may group the edges by
the two sets, rewriting (198) as

UL V1, U, Vo, o UK, Vi) (199)

where U; C E \E> and V; C E \ E;, and K’ is the number of
times the edges in (198) alternate between the two sets. Note
that U; or Vg may be empty.

We now construct the manner in which the two possible
sets of traitors, 77 or 7>, may cause w, and wp to become
indistinguishable. Suppose w, is the message, 71 are the
traitors, they place z on E1 N E», but behave honestly on all
other edges. We denote the values on all edges crossing the
cut as

@ @ 1) (1) uD (1))

(Zayaul 91)1 9“2 ) ) K/’ K/ (200)

where z represents the values on E; N E,, y the values
on E4 \ E, and ufl) and vfl) are the values placed on
U; and V; respectively. Note that only the u; values are directly
adjustable by the traitors, but they may affect elements later
in the sequence.

Alternatively, if w, is the message, T> are the traitors, and
they place z on Eq| N E;, but behave honestly elsewhere, the
values across the cut are denoted

@ @ @2 (2) (2))

(z,y,u;”, 07, uy ", PN (201)

Here, only the »; values may be changed directly by the
traitors.

In the two scenarios, the traitors may alter their output
values so that (200) and (201) are transformed to become
identical. This can be done as follows. In (200), the traitors
may replace u(ll) with u(1 . Downstream edges are either
controlled by honest nodes, or they are controlled by traitors
that continue, for now, to behave honestly. Hence, this change
may affect the later edges in the sequence, but they do so in
a way determined only by the code. This results in a set of
values denoted by

2) 3 3 G 3) 3
@y ul ol w0, a0 o)
In (201), the traitors may now replace vi ) with vi ), resulting
in
2) (3 4 (4 4
@y, u? o uf? ol o)), (203)

We may now return to (202) and replace ug‘) with u(24), further
changing downstream values. Continuing this process will
cause the two sequences to become identical, thereby making
w, and wp indistinguishable at the destination. |

APPENDIX D
PROOF OF LEMMA 1
Assume (V, E) satisfies 2-OUT, IN-OUT, and PLANAR,
and the cut-set bound with s = 1 is M — 2. By Lemma 2,
we may assume without loss of generality that (V, E) also
satisfies 2-IN. To prove that the network satisfies PATHS,
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we must construct non-destination paths p, for each 2-to-1
node v satisfying (3). We show how to do so in Algorithm 1.
Before proving algorithm correctness, we prove a lemma
particularizing the cut-set bound of Theorem 1 to make it more
directly applicable. Then we prove several claims resulting
from the cut-set bound and the planarity of the network.
Finally we prove algorithm correctness.

Lemma 7: Consider a network (V, E) satisfying IN-OUT.
Let s = 1. For i, j € V, let d; ; be the sum of |En(k)| —
|Eout (k)| for all nodes k reachable from either i or j, not
including i or j.'* Let ¢; be the total number of output edges
from node i, and let ¢; be the number of output edges from
node i that go directly to the destination. For any distinct pair
of nodes ij,ir € V,

C<M—ey—e,. (204)

Moreover, if there is no path between i; and iy,
C<M+d, —ciy —ci. (205)
Proof: Applying Theorem 1 with A = V \ {D}, U =

{i1, i} immediately gives (204). To prove (205), we apply
Theorem 1 with U = {i1, i3}, and

A ={k € V : k is not reachable from i| or io} U {iy, i2}.
(206)

Observe that there are no backward edges for the cut A,
because for any edge (j, k) with j € A€, j is reachable from
i1 or i, and hence k is as well; thus k € A¢. Therefore we
may apply Theorem 1. Since all output neighbors of i1 and i»
are not in A, each output edge of i; and i» crosses the cut.
Hence (1) becomes

C <|{e € E : tail(e) € A, head(e) & A} — ci, — cip. (207)

By IN-OUT, no node in the network has more output edges
than input edges, so the difference between the first term
in (207)—the number of edges crossing the cut—and M is
exactly the sum of |&j, (k)| — |Eout (k)| for all k € A€. Hence

l{e € E : head(e) € A, tail(e) ¢ A} — M =d;, ;,. (208)

Combining (207) with (208) gives (205). [ |
By assumption, the right hand sides of (204) and (205) are
never less than M — 2. The following three claims result from
this fact.
Claim 1: Every node in Nj,(D) has exactly one output
edge to D.
Proof: Since the cut-set bound is M —2, by (204) we have
that e;, + e;, < 2 for all i1, iz € Nip(D). Certainly any node
in Mip(D) has at least one output edge to D, so ¢; > 1 for all

i € Nin(D). Thus ¢; = 1 for all Nj,(D). []
Claim 2: Every node can reach at least one 2-to-1 node in
Nin(D).

Proof: Given any node i, we may follow any path
from i, avoiding D whenever possible. This eventually leads
to a node i1 all of whose output edges lead directly to D.

14Eor any network satisfying IN-OUT, |&;, (k)| > |Eout (k)], so the contri-
bution from each node is nonnegative.
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Fig. 14. A diagram of the planar embedding being used to prove Claim 4:
in particular, that a node k € Nj(D) on the interior of C;,j is reachable
from i. Solid lines are single edges; dashed lines represent paths made up
of any number of edges (including zero). Thick lines correspond to edges in
Cij-

By Claim 1, e;; = 1, so i; must have exactly one output edge;
i.e. it is 2-to-1. [ ]

Claim 3: For each 2-to-1 node v, there exists a path I,
containing just the nodes I', U {0}.

Proof: Recall that T, is the set of nodes for which v
is the only reachable node with more inputs than outputs.
By 2-IN, the only nodes with more inputs than outputs are
2-to-1 nodes. Hence I', is the set of nodes for which v is the
only reachable 2-to-1 node. Other than v, all nodes in T, are
2-to-2. Take any distinct i1, i € I', \ {v}. We have d;, ;, =1
and ¢;; = c¢;, = 2. If there were no path between i; and i
(in either direction), then we could apply (205), which would
give C < M — 3, contradicting our assumption that the cut-set
bound is M — 2. Hence there is a path between any two nodes
in Iy \ {v}. Moreover, all nodes in I', can reach v. Therefore
there is a path T, where tail(T',) € T, head(T,) = v, and
I, cl,. Additionally, if any node i € I, were not in I',, then
i could reach a 2-to-1 node other than v; hence the previous
node in I, would also not be in I',. This contradicts the
construction that tail(I',) € T',,. Thus I, contains precisely the
nodes I'y, Uo. u

Since (V, E) satisfies PLANAR, we may construct an
embedding of the graph (V, E) in the plane such that S is
on the exterior face. Such an embedding always exists for a
planar graph [23]. For any set of edges forming an undirected
cycle—that is, edges constituting a cycle on the underlying
undirected graph—all nodes in the network are divided into
three groups: those on the cycle, those in its interior, and those
in its exterior. Any path from the exterior to the interior must
cross the cycle at some node. We will use this principle several
times in the proof, beginning with the following claim.

Claim 4: Suppose i, j € Nijn(D) where i can reach j. Let
Ci,j be any undirected cycle composed of a path from i to j,
in addition to the edges (i, D) and (j, D). (See Fig. 14.) If a
node k is not exterior to C; ;, then it can be reached from i.

Proof: If k is on the cycle C; j, then it must be on the
path from i to j, so it can be reached by i. Now suppose k is
in the interior of C; ;. Since S is in the exterior face of the
graph, it must be exterior to the cycle C; ;. There exists some
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Fig. 15. A diagram of the planar embedding being used to prove that if
node v can reach o1 = New(v) and v = Neew(v), then » cannot be in the
interior of the undirected cycle C without there being a directed cycle. Solid
lines are single edges; dashed lines represent paths made up of possibly many
edges. Thick lines correspond to the undirected cycle C.

path from § to k, which crosses C; ; at a node j’. Observe
that j’ is on the path from i to j, so it is reachable from i.
Therefore i can reach j’ and j’ can reach k, so i can reach k.

| |

In the planar embedding, we may travel around node D,
noting the order in which nodes Aj,(D) connect to it. In par-
ticular, for each v € Nj(D), define Ny (v) to be the node in
Nin(D) immediately clockwise of v, and Necw(v) to be the
node immediately counter-clockwise of v.

Claim 5: If v € MNjp(D) can reach both Ncw(v) and
Neew(v), then o can reach every node in N, (D). More-
over, there exists u € {Ncw(v), Neew(v)}, and for each
k € Nin(D) \ {v} there exists an undirected cycle C, x com-
posed of a path from » to k and the edges (v, D), (k, D),
such that:

1) All nodes in Aiy(D) are not exterior to Cy .
2) Node u is exterior to C, x for all k € Nin(D) \ {v, u}.
Proof: Define for convenience v := N¢w(v) and vy =

Neew (v). Assume v can reach both vy and vy. Let i be a node
that can be reached by v, can reach both v; and v, and can
reach no other such node. Let p’ be a path from v to i. Since
one output edge from v goes directly to D, p’ contains at least
one edge; i.e. i # v. Let p; be a path from i to v, and let
p2 be a path from i to v>. Note that pj, p2 share no edges.
Let C be the undirected cycle composed of pi, p2, and the
edges (v1, D), (v2, D).

We claim that » must be exterior to C, or else there is a
cycle. (Recall we assume acyclic networks.) Note that every
node in C is reachable from i, and v can reach i, so v cannot
be in C without forming a cycle. Now suppose v is in the
interior of C. Fig. 15 diagrams this construction. Any path
from S to » must cross C at a node J, reachable from i. Since
j is on a path from S to v, j can reach v, so there is a cycle.

Let C,,,, be composed of the paths p’, p1 and the edges
(v, D), (v1, D), and let C, ,, be composed of the paths p’, p2
and the edges (v, D), (v2, D). Of the three cycles C, Cp,v,», and
Cp,v,> €ach pair share edges. In particular, since v is exterior
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to C, the interior of C is contained in the interior of Co.us
where either © = v1 or u = vy. The two possibilities are
illustrated in Fig. 16. The figure is slightly deceptive in that
it may be that i = v] or i = vy, but still it is the case that
the interior of C is contained in the interior of either C,,,
(as in subplot (a)) or C, ,, (as in subplot (b)). If an element of
Nin(D) were exterior to C,_, then it would be between v and
u in the order that nodes connect to D. But this is impossible,
since u € {Ncw(®), Neew(0)}, so u and v are immediately
adjacent in the connection order. Thus no element of N, (D)
is exterior to C,,. By Claim 4, v can reach every node
in NVip (D).

Fix any k € Njh(D)\ {v, u}. Since every node has two input
edges, we may construct a path backwards from k, avoiding u
whenever possible, until eventually reaching S. Thus there is a
path with tail S and head k that avoids u. This path intersects
Cy,u at anode j. This construction is shown in Fig. 17 for the
case that u = v1. Let C, x be composed of the path along C, ,
from v to j, followed by a path from j to k that avoids u, along
with the edges (v, D), (k, D). Since C, x does not include u,
u is exterior to it. [ |

Claim 6: There exist nodes u, € Njp(D) for m € [M]
such that:

D {ur,...,up} = Nn(D).

2) For any m € [M], if u,, can reach u,, for any m’ # m,

then u,, can reach either u,,+; or u,_i, but not both.

3) Fix m,m’ € [M] such that u,, can reach u,,. Let

’ !

U:={up m<m”" <m’ orm’ <m” <m}. (209)

There exists an undirected cycle Cum,um/ composed of a
path from u,, to u,, and the edges (u,, u,,) such that
all nodes in U{ are not exterior to Cum,umw Moreover,
u,, can reach all nodes in U.

Proof: Let u; be a node in Nj,(D) that can be reached
by no other nodes in Nj,(D). (Such a node exists or else
there would be a cycle.) Consider the case that u; can reach
both New(u1) and Necw(u1). Let v := uy, and let u €
{New (©), Neew (0)} and C, i for all k& € Nip(D) \ {v} be as
defined in Claim 5. If u = N.w(v), then set

Um = Neew(Um—1) form=2,..., M. (210)
If u = Neew(v), then set
Um = New(upm—1) form=2,..., M. (211)

By Claim 1, |[Nin(D)| = |&n(D)| = M. Thus both (210)
and (211) satisfy statement (1) of the claim. Moreover, in
either case uy = u, so by Claim 5 all nodes in Nj,(D) are
not exterior to Cy, u,, and uy is exterior to C,, ,, for all
me{2,...,M —1}. For m,m’ € [M] where m > 1 and u,,
can reach u,,’, define Cum,um/ based on an arbitrary path from
U 1O Uy .

Now consider the case that u; cannot reach both Ngy (1)
and Necw (u2). If 1y cannot reach Ny (u1), then set u,, as in
(210). Otherwise set u,, as in (211). In either case, u#; cannot
reach u ;. For all m, m’ € [M] where u,, can reach u,,/, define
Cum,u,,,/ in an arbitrary manner.

Next we prove statement (3) of the claim. Fix m, m’ € [M]

where u,, can reach u, . Let U := Nin(D) \ {um, up}.
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Fig. 16. Diagrams showing the two possible configurations given that v is exterior to C . Single edges are solid lines, and paths are dashed lines (p’ contains
at least one edge, but p; and py may contain no edges). The three cycles Cp,u;, Cp,v,,C are labeled, as well as the paths p’, 1, p2- Undirected cycle Co,v;
is composed of p’, p1, (v, D), (v1, D); cycle Cv,v, is composed of p’_, p2, (v, D), (v2, D); cycle C is composed of py, p2, (v1, D), (v3, D). In subplot (a) we
set u = vy, in subplot (b) we set u = v;. Either way the interior of C is contained in the interior of Cy ;.

Fig. 17. Diagram showing the construction of the undirected cycle C, j for
the case that u = v1. Single edges are solid lines, and paths are dashed lines.
Thick lines are those in C, . Node vy is exterior to C, i even if j = k.

To prove statement (3), it is enough to show there exists some
u; € U that is exterior to Cum,um/' To see why this is so, take
any uy, €U \Cum,um/ (i.e. up, is either strictly in the interior or
the exterior of Cy,, 4 ,). By the definition of U in (209), m is
strictly between m and m’, and since u,; € U, m is not between
m and m'. Thus, if we were to sort these four integers in
increasing order, we would find some permutation or reflection
of the order (m, m, m’, m). By the constructions of uy, ..., uy
in (210)—(211), traveling around D in the planar embedding
will encounter these nodes in either increasing or decreasing
order in their subscript. Thus the four nodes are encountered in
some permutation or reflection of (s, U, Up, Uz). As shown
in Fig. 18, this order implies that if u,; is exterior to Cum,u,,,n
then u,, must be interior to Cy, u,, . Therefore, if there is some
u; € Uy exterior to Cum,u,,,m then no node in { is exterior to
Cu,,. u,,,- In particular, by Claim 4 all nodes in ¢/ can be reached
from u,,.

First consider the case that m > 1. By construction u,,
cannot reach uj, so by Claim 4, u; is exterior to Cum,umw
Moreover, m’ > 1, so uj € U. Therefore the above argument
proves statement (3). Now suppose m = 1 and u cannot reach
both New(u1) and Neew(u1). By construction 1) cannot reach
upy, so by Claim 4 uy; is exterior to Cu1,um/- Since uy € U,

Fig. 18. A diagram of planarity being used to prove that if the order that
nodes enter D iS (U, Um, Uy, , Us5), and ug is exterior to Cum,umu then
up cannot also be in exterior t0 Cy,, ,u,,, - Solid lines are single edges; dashed
lines are paths; think lines are on the undirected cycle Cy,,,u,, -

again the above argument proves statement (3). The final case
is that m = 1 and u; can reach both N.y (1) and Necw (7).
By Claim 5 all of Aiy(D) are not exterior to Cy, u,, S0 if
m' = M, then we are done. Otherwise, by Claim 5 node uy is
exterior to Cul,u,,,w Since uy € U, the above argument proves
statement (3).

Now we prove statement (2). If u, can reach any other
node u,,, then either m = m £ 1, or m £ 1 € U.
Thus by the above argument, u, can reach either u, 4|
or um,—1. Suppose it could reach both. In order for both
nodes to exist, we need 1 < m < M. The constructions in
(210)—(211) imply {um—1, um+1} = {New@m), Neew (tm)}, $0
uy can reach both New (uy,) and Necw (uy,). By Claim 5, this
means that u,, can reach all other nodes in Nj,(D), includ-
ing u1, which contradicts the construction of u. This proves
statement (2). |

Algorithm 1 gives a method to construct edge-independent
non-destination paths p, for each 2-to-1 node v satisfying (3).
The algorithm behaves as follows: There are of three main
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Algorithm 1 Construct Non-Destination Paths to Satisfy PATHS

Input: Network (V, E) satisfying 2-IN and PLANAR.

Output: Edge-independent paths p, for each 2-to-1 node v

such that tail(p,) = S, head(p,) = v, I'y, C py, and

Nin(D) C UUEVz,l Po.

I: For all o € Va1, pp <
Claim 3.

2: Let uy,...,upy be as defined in Claim 6.

3: Let Ry, ..., R be disjoint sets so Ule[L] Ri = Nin(D)
such that given u,, € R, uy4+1 € Ry if and only if there
is a path between u,, and u, in either direction.

4: for [ € [L] do

5:  Claim 7: There is exactly one 2-to-1 node v in R;.

6: Let m € [M] be such that u,, = v.

7. Let my, my € [M] be such that

I,, where T, is as defined in

Rl = {uml’um1+1’"‘9um"'°aum271’um2}'

8: Let m/ be the largest integer such that m; < m} < m
and u,,; € Ry \Ty. If m) exists, iy < u,,.
9:  Let m’, be the smallest integer such that m < m)| < m>
and Upy) € R\ Ty If m)y exists, iy < u b
10: Clazm 8: For a € {1, 2}, there exist paths qq such that
tail(qq) = um,, head(qq) = Uml and
{um17 um1+1» M um/l} C ql»
{umza umzfl LA ] um/z} C qz'

11:  Let Q, be the set of 2-to-1 nodes v’ such that the only
node in V3,1 N Nin(D) reachable from v’ is o.

12: Claim 9: There exists distinct vy, v2 € Q, and paths
ri,ry such that for a € {1,2}, tail(r,) = i, and
head(r,) = tail(p,,).

13: For a € {1, 2}, py, < (Qa> Ta, Po,)-

14: end for

15: Let ¥ : V\ {S, D} — [|V]| — 2] be a bijection such that if
@@, j) € E, then ¥Y(i) > Y(j).

16: for g =1to |V| -2 do

17: Jj <« ‘P_l(c])

18:  if there is a node i € NViy(j) such that (i,
P», and p,, with v; # v, then

j) is on both

19: for a € {1,2} do

20: if no nodes in p,, N Nin(D) \ UveVz,l\{ua} p, can
reach i then

21: Replace p,, with its sub-path from j to v,.

22: continue

23: else

24: Let m, € [M] be such that u,,6 is the

furthest downstream node in p,, N Nin(D) \
Uvevy 1\fva) Po that can reach i.

25: end if

26: end for

27: Let i’ be the input neighbor of j other than i.

28: Claim 10: There exists a node k that can reach i’,

where k is on the sub-path of p,, between u, and
i for some a € {1, 2}.

29: Replace the sub-path of Po,
from k to j with a path from k to i’ followed by (i’ j).

30.  end if

31: end for

32: for v € V, 1 do

33:  Let s, be a path from S to tail(p,) that is edge-
independent from all paths p,s for o' € Va1 \ {v}.

34: Po < (S0, Po)
35: end for

loops. In the first loop (lines 4-14), non-destination paths
are constructed to satisfy (3) while ignoring the edge-
independence constraint. In the second loop (lines 16-31),
the paths are adjusted to become edge-independent while
maintaining (3). In the third (lines 32-35), the paths are
extended backwards so they begin at S.

Several claims are stated within the algorithm description.
We prove these claims, then proceed to prove algorithm
correctness.

Proof of Claim 7: Suppose R; contains two 2-to-1
nodes u,, u,,y where m < m’. By construction of R;, it must
also contain uy, i1, Umia, ..., Uy —1. Since u, € Nip(D) has
only one output edge, and that output edge lead directly to
D, u,, cannot reach any other nodes in N, (D). Thus, since
Um+1 € Ry, there must be a path from w11 to u,. By
Claim 6, u,4+; cannot also reach u,+>. Hence u, 4+, must
be able to reach u,,41. Continuing this argument, u,,_| must
be able to reach u,, _», and so u,s must be able to reach
U,/ _1. But since u,, is also a 2-to-1 node in N, (D), this is
impossible. This proves that R; contains at most one 2-to-1
node.

Now we show that R; contains at least one 2-to-1 node.
Take any u,, € R;. If u,, is 2-to-1, we are done. Otherwise,
by Claim 2, u,, can reach at least one 2-to-1 node in N, (D).
Hence by Claim 6, u, can reach either u;yi oOr up_i.
Assume without loss of generality that it can reach u,,+1. Thus
Um+1 € Ry. If upy1 is 2-to-1, we are done. Otherwise, u;,;11
can also reach a 2-to-1 node in NViy(D), so again by Claim 6
it must be able to reach u;,47. This process cannot continue
indefinitely, so it must terminate at a 2-to-1 node in R;. H

Proof of Claim 8: By the construction of R;, for all m’
with m; < m’ < m, u, can reach u,, 1, and for all m’ with
m < m’ < my, u, can reach u, _;. The existence of the
paths qi, qo follows. |

Proof of Claim 9: The sets Q, for each v € Vo1 N Nin(D)
are disjoint. Thus choosing v1, vy € Q, guarantees that vy, vy
were not selected in line 12 of any previous iteration of the
loop, and so before the current iteration of line 12, for all
v’ € Q, the path p,/ has not been modified since line 1; thus
p, =T, Note that v € Q,. If v’ € Q,\{v}, then v’ can reach
v, meaning ',y = @, and so tail(p,/) = tail(I',/) = v’. In the
following cases and sub-cases, we select v1, v and ry, ro:



3342

1) Neither i1 nor i exists: There is nothing to do.
2) i1 exists, i» does not exist:

a)

b)

There is a node uyy € Va1 N Nin(D) \ {v} that
can be reached from i1: Since i1 = Uy CAN reach
U 415 by Claim 6 m’ > m/. Moreover, the only
2-to-1 node in Ry is v, so u, ¢ R;. Thus m’ >
my > m > m}. Hence by Claim 6 v = u, is
not exterior to Cil,um/’ Moreover, no element of I,
can be exterior to C;, u,,s» O €lse it could reach u,,
in addition to . Hence, by Claim 4 i; can reach
all elements of T',, and in particular tail(I',). Set
v1 = v and r| to be a path from i; to tail(T,).
Node iy can reach no node in V1 N Nin(D) \
{v}: Since i; can reach o but is not in I, (by
construction in line 8), it must be able to reach
a 2-to-1 node other than v. Set v to be this node.
By assumption v; ¢ ANj(D). Node v; can reach
no node in Va1 N Nin(D) \ {0}, or else i; could
as well. Moreover, by Claim 2, v; can reach some
2-to-1 node in N, (D), so v must be able to reach
v. Hence v € Q,. Since vy # v, tail(p,,) = v1,
so we may set rj to be a path from i; to v;.

3) i1 does not exist and iy exists: We may repeat the same
two cases as above with iy in place of ij.
4) iy, iy exist:

a)

b)

d)

There exist v}, v, € V2,1 N Nin(D) \ {v} such that
i1 can reach v\ and iy can reach v): This cannot
occur without a cycle. Indeed, if this were true then
v}, 05 € Ry, so by Claim 6 i could reach i and i
could reach i».

i1 can reach a node in V; NNin(D)\ {v}, but iy

cannot: Let upy € Vo1 N Nin(D) \ {v} be a node

reachable from i;. As in case (2a), u,, ¢ R;, and
so i1 can reach tail(fv). Set v1 = v and r; to be

a path from i to tail(l_“u). Set v to a 2-to-1 node

other than v that can be reached from i», and set p;

to be a path from iy to vy. By the same argument

as in case (2b), tail(p,,) = v2.

ip can reach a node in V2,1 N Nin(D) \ {0}, but

i1 cannot: Repeat the previous case reversing the

roles of i; and i>.

Neither iy nor iy can reach a node in V1 N

Nin(D) \ {o}:

i) There exist distinct v1,v2 € Va1 \ {v} such that
i1 can reach vy and iy can reach vy: Set ry to
a path from i; to vy, and set r; to a path from
i> to v2. By the same argument in case (2b),
tail(p,,) = v, fora =1, 2.

ii) There is only one node V1 \ {v} reachable by
either iy or ip: Denote this unique node v’.
By assumption v’ cannot reach any node in
Va1 NNin(D)\ {v}, but by Claim 2 it can reach
a node in V2,1 N Nip(D). Hence v’ € Q,,. Let
Ci,.iy be the undirected cycle composed of
a path from i; to v/, a path from iy to v, and
the edges (i1, D), (i2, D). This construction is
diagrammed in Fig. 19. Node v’ can reach o.
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Fig. 19. Diagram of planarity being used to prove that there exists a path
from either i1 or i3 to v through I'y. Solid lines are single edges; dashed lines
represent paths. Thick lines correspond to the undirected cycle C;
The set of nodes I', are along the path indicated.

1,ip—>v'*

Thus v is in the interior of Cj ;, .. Now
consider any path from S to v, passing through
all nodes in T',. This path must cross C;, ;, '
at a node k that is either on the path from
i1 to v’ or the one from iy to »’. Suppose the
former. Node k can reach both »" and v, so
it cannot be in I',. Set v1 = v, and r; to be
composed of a path from i; to k, followed by
a path from k to tail(fv). Set v = v/, and >
to be a path from i; to v’. As in case (2b),
tail(p,) = v’. If k is on the path from i to v’,
do the reverse. [ ]

Proof of Claim 10: Let u,, be the node such that v; € Q,,,.
First we show that either m; < m < mp or mpy < m < mj.
Suppose otherwise: for example, suppose m| < my < m. By
the construction of the p, paths in the first loop

{umpum1+1,-~-»um—1}\rum CPpo- (212)
(This does not change in the while loop.) Since both u,,, U,
can reach i, and i can reach both vy, v, then upy ,um, ¢
I'y, . Hence, by the assumption that m| < my < m, (212)
gives u,, € Py, which contradicts the definition of my in
line 24. This precludes the ordering m| < my < m. Analogous
arguments can be used to preclude all orderings except m| <
m < mp and my < m < mi. Assume the former without loss
of generality.

Let C~un11>um2_>i be the cycle composed of the sub-path of
p», from u,, to i, the sub-path of p,, from u,,, to i, and
the edges (u,, D), (um,, D). Since m| < m < ma, up, is in
the interior of éuml,um2—>i~ Since j is on a path from i to u,,,
J also in the interior. Hence i’ is not in the exterior. Any
path from the source to i’ intersects CNumljumzﬁi at a node k.
(This is essentially the same as the construction in Fig. 19.)
Node k can reach i’, and it is on the sub-path of po, between
Um, and i for some a € {1, 2}. ]

Proof of Correctness of Algorithm 1: In the first loop, the
paths are constructed so that in line 13, head(q,) = tail(r,)
and head(r,) = tail(p,,); hence the concatenation of paths
is valid. Moreover, line 13 only extends p,,, so after the
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first loop

I, Cp, foroels. (213)

The construction of qi, q> is such that R;\I', C q;Uq>. Thus,
after line 13, R;\I', C py, Upy,. Since UIE[L] Ri = Nin(D),
after the first loop

Na@)c | po

veVr

(214)

Note that (213)—(214) imply (3).

We now show if (213)—(214) hold at the start of given
iteration of the second loop, they still hold at the end of it.
In particular, the non-destination paths are only modified in
lines 21 and 29, so we need to show that neither line affects
(213)—(214). In any iteration of the loop, j can reach both
vy and vz, so j is neither in I',; nor I';,. Neither line 21 nor
line 29 modify p,, downstream of j, so (213) remains after an
iteration of the loop. Moreover, if in line 21 nodes in N, (D)
are dropped from p,,, the condition in line 20 ensures that
these dropped nodes are contained in another non-destination
path, so (214) remains. In line 29, the sub-path of p,, between
k and j contains no nodes in Nj,(D) that are not also in
another non-destination path, so again (214) remains.

Now we show that at the end of the second loop, all non-
destination paths are edge-independent. In particular, we show
that after the gth iteration, any input edge to ¥~!(¢’) for
q' < g is on at most one path. We prove this by induction.
Certainly it is true before the first iteration. Now assume that
at the start of the gth iteration, any input edge to ¥~!(g’) for
q' < g —1is on at most one path. We show this remains true
at the end of the gth iteration, and in addition any input edge
to Y~!(g) = j is on at most one path. The construction of
the ¥ bijection in line 15 ensures that all nodes downstream
of j have been visited in earlier iterations of the loop, so
initially each output edge from j is on at most one path. If j is
2-to-2, then no path may terminate at j, so at most two paths
enter j. If j is 2-to-1, one path terminates at j, but only one
path may exit j, so again at most two paths enter j. Thus, in
either case, if initially (i, j) is on p,, and p,,, no other paths
enter j. In particular, (i’, j) is on no paths. In any iteration
of the loop, either line 21 or 29 will be executed. Either one
leaves (i, j) and (i’, j) on at most one path each. Moreover,
both line 21 and 29 affect only nodes that can reach j. By the
construction of ¥ in line 15, any node j’ that can reach j
has W (j) > ¥(j). Thus, at the end of the iteration, any input
edge to ¥~!(¢’) for ¢’ < ¢ is on at most one non-destination
path.

In the third loop, it is always possible to find a path
s, edge-independent from all other paths. This is because
all paths terminate at 2-to-1 nodes, so if a node i has an
output edge on no paths, then i has an input edge on no
paths. Moreover, tail(p,) must have an input edge on no
paths. Thus we may travel backward from tail(p,), avoiding
any edge already on a path, and eventually reach S. After
the third loop is complete, all paths begin at S, and remain
edge-independent. ]
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APPENDIX E
PROOF OF PROPOSITION 2

Fix three binary random variables X, Y, Z with distribu-
tion p(xyz), not necessarily satisfying the conditions of the
proposition. Let X, ¥, Z be random variables with distribution
q(xyz) satisfying

X, V)~X.,Y), (X,2)~(X,2), (Y, Z)~(,Z). (215)

Let r(xyz) = g(xyz) — p(xyz). For any x,y € {0, 1}, we
have p(xy0) 4+ p(xyl) = g(xy0) + g(xyl). Hence r(xy0) =
—r(xyl). Similarly, for any x, z € {0, 1}, r(x0z) = —r(x1z),
and for any y, z € {0, 1}, r(0Oyz) = —r(1yz). Therefore

7(000) = —r(001) = r(011) = —r(010)

=r(110) = —r(111) = r(101) = —r(100). (216)
Thus, for some o € R
r(000) =a r(001) = —a (217)
r(011) =a r(010) = —a (218)
r(10)=a r(100) = —a (219)
r(110) = a r(111) = —a. (220)
Let m, and M, be the minimum and maximum

respectively of {p(000), p(011), p(101), p(110)}, and let
myp and M, be the minimum and maximum respectively

of {p(001), p(010), p(100), p(111)}. Since g(xyz) =
pxyz) +r(xyz) € [0, 1],

max{—my, Mp — 1} < a <min{l — M,, mp}. (221)

Indeed, the complete set of distributions g(xyz) satisfying
(215) is given by the range (221). Condition 1 in the statement
of the proposition holds if and only the only choice for a is
zero. Thus condition 1 is equivalent to

max{—my, Mp — 1} = min{l — M,, mp} =0. (222)

Note that condition 2 is equivalent to m, = myj = 0. This
certainly implies (222). Now suppose m, > 0. Then at least
four triples have positive probability, so p(xyz) < 1 for all
x,y,z € {0, 1}, meaning M < 1. Thus max{—m,, Mp—1} <0,
s0 (222) does not hold. The same argument follows for m;, > 0.
Hence (222) implies m, = mj = 0.
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